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Summary

CVE CVE-2014-2058

State PUBLISHED

Assigner debian

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-17 15:55:05 UTC

Updated 2026-05-06 22:30:45 UTC

Description BuildTrigger in Jenkins before 1.551 and LTS before 1.532.2 allows remote authenticated users to bypass access restrictions and execute arbitrary jobs by configuring a job to trigger another job. NOTE: this vulnerability exists because of an incomplete fix for CVE-2013-7330.

Risk And Classification

Primary CVSS: v2.0 6.5 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:P/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2014-2058/mitre
https://cve.report/CVE-2014-2058/nist
https://cve.report/CVE-2014-2058/cve_org
https://cve.report/api/cve/CVE-2014-2058.json
https://cve.report/CVE-2014-2058.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins


Application Jenkins Jenkins All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

[FIXED SECURITY-109] SECURITY-55 fix to BuildTrigger configuration fa… · jenkinsci/jenkins@b6b2a36 · GitHub af854a3a-2127-422b-91ae-364da2661108

oss-security - Re: Possible CVE Requests: several issues fixed in Jenkins (Advisory 2014-02-14) af854a3a-2127-422b-91ae-364da2661108

Jenkins Security Advisory 2014-02-14 - Security Advisories - Jenkins Wiki af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

997974 Java (Maven) Security Update for org.jenkins-ci.main:jenkins-core (GHSA-7fpg-pp3m-h22f)

http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/jenkinsci/jenkins/commit/b6b2a367a7976be80a799c6a49fa6c58d778b50e
http://www.openwall.com/lists/oss-security/2014/02/21/2
https://wiki.jenkins-ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-02-14
https://www.cve.org/CVERecord?id=CVE-2014-2058
https://nvd.nist.gov/vuln/detail/CVE-2014-2058
http://cve.report/qid/997974
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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