CVE-2014-2062

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-2062
State PUBLISHED
Assigner debian

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-17 15:55:05 UTC
Updated 2026-05-06 22:30:45 UTC
Description Jenkins before 1.551 and LTS before 1.532.2 does not invalidate the API token when a user is deleted, which allows remot

/ |

Risk And Classification

Primary CVSS: v2.0 6.5 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:P/A:P

Problem Types: CWE-287 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
Low
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AV:N/AC:L/Au:S/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All


https://cve.report/
https://cve.report/CVE-2014-2062/mitre
https://cve.report/CVE-2014-2062/nist
https://cve.report/CVE-2014-2062/cve_org
https://cve.report/api/cve/CVE-2014-2062.json
https://cve.report/CVE-2014-2062.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins

Application Jenkins Jenkins All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

[FIXED SECURITY-89] When checking an API token, verify that the user ... - jenkinsci/jenkins@5548b52 - GitHub  af854a3a-2127-422b-91¢

oss-security - Re: Possible CVE Requests: several issues fixed in Jenkins (Advisory 2014-02-14) af854a3a-2127-422b-91¢
Jenkins Security Advisory 2014-02-14 - Security Advisories - Jenkins Wiki af854a3a-2127-422b-91¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997971 Java (Maven) Security Update for org.jenkins-ci.main:jenkins-core (GHSA-vxc6-wvh8-fpxw)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/jenkinsci/jenkins/commit/5548b5220cfd496831b5721124189ff18fbb12a3
http://www.openwall.com/lists/oss-security/2014/02/21/2
https://wiki.jenkins-ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-02-14
https://www.cve.org/CVERecord?id=CVE-2014-2062
https://nvd.nist.gov/vuln/detail/CVE-2014-2062
http://cve.report/qid/997971
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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