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Certain versions of Jenkins from Jenkins contain the following

vulnerability:

The loadUserByUsername function in
hudson/security/HudsonPrivateSecurityRealm.java in Jenkins before
1.551 and LTS before 1.532.2 allows remote attackers to determine
whether a user exists via vectors related to failed login attempts.

CVE-2014-2064 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM
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Description

Jenkins Security Advisory 2014-
02-14 - Security Advisories -
Jenkins Wiki

oss-security - Re: Possible CVE
Requests: several issues fixed
in Jenkins (Advisory 2014-02-
14)

[FIXED SECURITY-79] Prevent
(private security realm)
usernames from b... -
jenkinsci/jenkins@fbf9673 -
GitHub

Tags

Vendor Advisory
wiki.jenkins-ci.org
text/html

text/html

[Patch,
Cioxurim

[ NONE | [ NONE |
CVE References

Link

@ CONFIRM wiki.jenkins-
ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-02-14

{ > MLIST [oss-security] 20140220 Re: Possible CVE Requests: several issues fixed
in Jenkins (Advisory 2014-02-14)

) CONFIRM
github.com/jenkinsci/jenkins/commit/fbf96734470caba9364f04e0b77b0bae7293alec

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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https://cve.report/
https://cve.report/CVE-2014-2064/mitre
https://cve.report/CVE-2014-2064/nist
https://cve.report/CVE-2014-2064/cve_org
https://cve.report/CVE-2014-2064.pdf
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://wiki.jenkins-ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-02-14
http://www.openwall.com/lists/oss-security/2014/02/21/2
https://github.com/jenkinsci/jenkins/commit/fbf96734470caba9364f04e0b77b0bae7293a1ec

WUUIU UE VI TIETEDL WU YUU. INU HTICITTHILED DIUUIU VE Ulawlil Ul aLLUUTIL U ULIET SILED UEITHY 1TITICHILEU, Ul TIUL U U paye. 1HIgIg lliay Ve UL WEUDSILED Uial
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Reproducible exploits for: CVE-2016-1240 CVE-2008-2938 CVE-2014-2064 CVE-2014-1904

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Jenkins Jenkins All All All All
Application Jenkins Jenkins All All All All

cpe:2.3:a:jenkins:jenkins:*; "

No vendor comments have been submitted for this CVE
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