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AVNACMAUNCNIPAN Certain versions of Jenkins from Jenkins contain the following
: vulnerability:

Cross-site scripting (XSS) vulnerability in Jenkins before 1.551 and
LTS before 1.532.2 allows remote attackers to inject arbitrary web
script or HTML via the iconSize cookie.

CVE-2014-2065 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Jenkins Security Advisory @ CONFIRM wiki.jenkins-

2014-02-14 - Security ci.org/display/SECURITY/Jenkins+Security+Advisory+2014-02-14

Advisories - Jenkins Wiki

[FIXED SECURITY-77] XSS in m ) CONFIRM

iconSize cookie. - [ github.com | github.com/jenkinsci/jenkins/commit/a0b00508eeb74d7033dc4100eb382df4e8fa72e7

jenkinsci/jenkins@a0b0050 -

GitHub

oss-security - Re: Possible ¢ > MLIST [oss-security] 20140220 Re: Possible CVE Requests: several issues fixed

CVE Requests: several issues in Jenkins (Advisory 2014-02-14)

fixed in Jenkins (Advisory

2014-02-14)
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Jenkins Jenkins All All All All
Application Jenkins Jenkins All All All All

No vendor comments have been submitted for this CVE
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