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Summary

CVE CVE-2014-2135

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-08 10:55:00 UTC

Updated 2014-05-08 13:40:00 UTC

Description Buffer overflow in Cisco Advanced Recording Format (ARF) player T27 LD before SP32 EP16, T28 before T28.12, and T29 before T29.2 allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption and application crash) via a crafted .arf file, aka Bug IDs CSCul87216 and CSCuj07603.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Advanced Recording Format Player t27ld All All All

Application Cisco Webex Advanced Recording Format Player t28 All All All

Application Cisco Webex Advanced Recording Format Player t29 All All All

Application Cisco Webex Advanced Recording Format Player t27ld All All All

Application Cisco Webex Advanced Recording Format Player t28 All All All

Application Cisco Webex Advanced Recording Format Player t29 All All All

Application Cisco Webex Recording Format Player t27ld All All All

Application Cisco Webex Recording Format Player t28 All All All

Application Cisco Webex Recording Format Player t29 All All All

Application Cisco Webex Recording Format Player t27ld All All All

Application Cisco Webex Recording Format Player t28 All All All

Application Cisco Webex Recording Format Player t29 All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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