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Summary

CVE CVE-2014-2198

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-07 11:01:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description Cisco Unified Communications Domain Manager (CDM) in Unified CDM Platform Software before 4.4.2 has a hardcoded SSH private key, which makes it easier for remote attackers to obtain access to the support and root accounts by extracting this key from a binary file found in a different installation of the product, aka Bug ID CSCud41130.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Unified Cdm Platform Software All All All All

Application Cisco Unified Communications Domain Manager - All All All

Application Cisco Unified Communications Domain Manager - All All All

References

Reference

Security Advisory SA59544 - Cisco Unified Communications Domain Manager Hard-coded SSH Key Security Issue - Secunia

Multiple Vulnerabilities in Cisco Unified Communications Domain Manager

Cisco Unified Communications Domain Manager Bugs Let Remote Users Access the System and Remote Authenticated Users Gain Elevated Privileges - SecurityTracker

Cisco Unified Communications Domain Manager CVE-2014-2198 Unauthorized Access Vulnerability

Identifying and Mitigating Exploitation of the Multiple Vulnerabilities in Cisco Unified Communications Domain Manager

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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