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CVE-2014-2200

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUSCOICAC Certain versions of Nexus 7000 from Cisco contain the following
’ vulnerability:

Cisco NX-OS 5.0 before 5.0(5) on Nexus 7000 devices, when local
authentication and multiple VDCs are enabled, allows remote
authenticated users to gain privileges within an unintended VDC via an
SSH session to a management interface, aka Bug ID CSCti11629.

CVE-2014-2200 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.1-HIGH

Access Access Authentication
Vector Complexity

HicH ]

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Cisco Security Advisory: Multiple Vulnerabilities in Cisco NX- () CISCO 20140521 Multiple Vulnerabilities in Cisco
OS-Based Products NX-OS-Based Products

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


https://cve.report/
https://cve.report/CVE-2014-2200/mitre
https://cve.report/CVE-2014-2200/nist
https://cve.report/CVE-2014-2200/cve_org
https://cve.report/CVE-2014-2200.pdf
http://cve.report/software/cisco/nexus_7000
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140521-nxos
mailto:%20comment@cve.report

Type

Hardware &= 4
Hardware &= 4
Hardware &= 4
Hardware &= 4
Hardware & 4
Hardware = 4
Hardware &= =
Hardware = =

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Nexus 7000

Nexus 7000

Nexus 7000 10-slot

Nexus 7000 10-slot

Nexus 7000 18-slot

Nexus 7000 18-slot

Nexus 7000 9-slot

Nexus 7000 9-slot

Nx-os

Nx-0s

Nx-0s

Nx-0s

Nx-0s

Nx-o0s

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-o0s

Nx-0s

Version

5.0(3)n1(1)

5.0(3)n1(1a)

5.0(3)n1(1b)

5.0(3)n1(1c)

5.0(3)n2(1)

5.0(3)n2(2)

5.0(3)n2(2a)

5.0(3)n2(2b)

5.0(3)ui(1a)

5.0(3)ut(1b)

5.0(3)ui(1d)

5.0(3)ul(2)

5.0(3)ui(2a)

5.0(3)u2(1)

5.0(3)u2(2)

5.0(3)u2(2a)

5.0(3)u2(2b)

Update

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://device.report/cisco/nexus-7000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000
https://device.report/cisco/nexus-7000
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000
https://device.report/cisco/nexus-7000-10-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_10-slot
https://device.report/cisco/nexus-7000-10-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_10-slot
https://device.report/cisco/nexus-7000-18-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_18-slot
https://device.report/cisco/nexus-7000-18-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_18-slot
https://device.report/cisco/nexus-7000-9-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_9-slot
https://device.report/cisco/nexus-7000-9-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nexus_7000_9-slot
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os

System 7

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operatina

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-os

Nx-os

Nx-0s

Nx-0s

Nx-0s

Nx-o0s

Nx-0s

Nx-0s

Nx-o0s

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-o0s

Nx-0s

Nx-os

5.0(3)u2(2c)

5.0(3)u2(2d)

5.0(3)u3(1)

5.0(3)u3(2)

5.0(3)u3(2a)

5.0(3)u3(2b)

5.0(3)ud(1)

5.0(3)u5(1)

5.0(3)u5(1a)

5.0(3)u5(1b)

5.0(3)u5(1c)

5.0(3)u5(1d)

5.0(3)u5(1e)

5.0\(3\)n1\(1a\)

5.0\(3)n1\(1b\)

5.0\(3\)n1\(1c))

5.0\3)n1\(1})

5.0\(3\)n2\(1\)

5.0\(3)n2\(2a))

5.0\(3)n2\(2b\)

5.0\(3)n2\(2\)

5.0\(3\)ui\(1a))

5.0M3Wut\(1b\)

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os

g

System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Nnaratinn

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Ciern

Nx-os

Nx-os

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-0s

Nx-0s

Nx-0s

Nx-o0s

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-os

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-o0s

Nlv_ne

e m =y

5.0\3\)ut\(1d\)

5.0\(3\)ut\(2a\)

5.0\(3\)ut\(2\)

5.0\(3\)u2\(1\)

5.0\(3\)u2\(2a))

5.0\(3\)u2\(2b\)

5.0\(3\)u2\(2¢\)

5.0\(3)u2\(2d\)

5.0\(3\)u2\(2\)

5.0\(3\)u3\(1\)

5.0\(3\)u3\(2a\)

5.0\(3\)u3\(2b\)

5.0\(3\)u3\(2\)

5.0\(3\)ud\(1\)

5.0\(3\)ub\(1a\)

5.0\(3\)u5\(1b\)

5.0\(3\)ub\(1¢c))

5.0\(3\)u5\(1d\)

5.0\(3\)u5\(1e\)

5.0\(3\)u5\(1\)

5.0\(3)n1\(1a))

5.0\3)n1\(1b\)

B NM\/A\n1\/1,\)

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os

v auny

System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

Operating
System

wiouu

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Ao

A Vo

Nx-0s

Nx-os

Nx-0s

Nx-os

Nx-os

Nx-os

Nx-0s

Nx-o0s

Nx-0s

Nx-0s

Nx-0s

Nx-0s

Nx-o0s

Nx-0s

Nx-os

Nx-os

Nx-os

Nx-0s

Nx-os

Nx-0s

Nx-0s

Nx-0s

R, ~~

SR Ry I N S Ay

5.0\(3\)n1\(1\)

5.0\(3)n2\(1})

5.0\(3\)n2\(2a\)

5.0\(3\)n2\(2b\)

5.0\(3\)n2\(2\)

5.0\3\)ut\(1a))

5.0\(3)ut\(1b\)

5.0\3\)ut\(1d\)

5.0\(3\)ui\(2a))

5.0\(3\)ut\(2\)

5.0\(3\)u2\(1\)

5.0\(3\)u2\(2a\)

5.0\(3\)u2\(2b\)

5.0\(3\)u2\(2c\)

5.0\(3\)u2\(2d\)

5.0\(3\)u2\(2\)

5.0\(3\)u3\(1\)

5.0\(3\)u3\(2a\)

5.0\(3\)u3\(2b\)

5.0\(3)u3\(2))

5.0\(3\)ud\(1)

5.0\(3\)u5\(1a))

moAV/AVL P 4

nn

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Iall

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Iall

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os

vperdtry
System

Operating
System

Operating
System

Operating
System

Operating
System

UIsSCO

Cisco

Cisco

Cisco

Cisco

NX-0S

Nx-os

Nx-0s

Nx-os

Nx-0s

a_ekuk kKoK kLK,

cpe:2.3:h:cisco:nexus_7000:-:*:* "

kKKK kKK,

cpe:2.3:h:cisco:nexus_7000:-:*: " "

e ekakak ok akak ok,

cpe:2.3:h:cisco:nexus_7000_10-slot:-:*:** %

e kKR ok akak ok,

cpe:2.3:h:cisco:nexus_7000_18-slot:-:*:*:*:*:*:*:*:

e ekakak ok akak ok,

cpe:2.3:h:cisco:nexus_7000_18-slot:-:*:*:*:*:*:*:*:

dkakakokakakuk.

cpe:2.3:0:Cisco:nx-0s:5.0(3)u2(1): 7

rne D R:atricrnny-na R DRV 1D (D) Xk kokakakk.

9.U\(S\)UD\( 1DY)

5.0\(3\)u5\(1c\)

5.0\(3\)ub\(1d\)

5.0\(3\)u5\(1e\)

5.0\(3\)ub\(1})

All

All

All

All

All

Al

All

All

All

All

Al

All

All

All

All


http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os
http://cve.report/vendor/cisco
http://cve.report/software/cisco/nx-os

B L L T R R TV ) B

KKKk kKK,

cpe:2.3:0:Cisco:nx-0s:5.0(3)u2(2a):*:






No vendor comments have been submitted for this CVE
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