
CVE-2014-2205
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-2205

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-26 15:55:00 UTC

Updated 2018-10-09 19:43:00 UTC

Description The Import and Export Framework in McAfee ePolicy Orchestrator (ePO) before 4.6.7 Hotfix 940148 allows remote authenticated users with permissions to add dashboards to read arbitrary files by importing a crafted XML file, related to an XML External Entity (XXE) issue.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Epolicy Orchestrator 4.6.0 All All All

Application Mcafee Epolicy Orchestrator 4.6.1 All All All

Application Mcafee Epolicy Orchestrator 4.6.2 All All All

Application Mcafee Epolicy Orchestrator 4.6.3 All All All

Application Mcafee Epolicy Orchestrator 4.6.4 All All All

Application Mcafee Epolicy Orchestrator 4.6.5 All All All

Application Mcafee Epolicy Orchestrator 4.6.6 All All All

Application Mcafee Epolicy Orchestrator 4.6.0 All All All

Application Mcafee Epolicy Orchestrator 4.6.1 All All All

Application Mcafee Epolicy Orchestrator 4.6.2 All All All

Application Mcafee Epolicy Orchestrator 4.6.3 All All All

Application Mcafee Epolicy Orchestrator 4.6.4 All All All

Application Mcafee Epolicy Orchestrator 4.6.5 All All All

Application Mcafee Epolicy Orchestrator 4.6.6 All All All

Application Mcafee Epolicy Orchestrator All All All All
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Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Security Advisory SA57114 - McAfee ePolicy Orchestrator XML External Entities Vulnerability - Secunia SECUNIA secunia.com

McAfee KnowledgeBase - McAfee Security Bulletin – ePO update fixes an XML Entity Injection vulnerability CONFIRM kc.mcafee.com

www.redteam-pentesting.de/advisories/rt-sa-2014-001.txt MISC www.redteam-pentesting.de

McAfee ePolicy Orchestrator XML External Entity Information Disclosure Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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