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CVE CVE-2014-2265
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-14 10:55:00 UTC
Updated 2022-09-27 23:15:00 UTC
Description Rock Lobster Contact Form 7 before 3.7.2 allows remote attackers to bypass the CAPTCHA protection mechanism and sut

/ |
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rocklobster Contact Form 7 3.6 All All All
Application Rocklobster Contact Form 7 3.7 All All All
Application Rocklobster Contact Form 7 3.6 All All All
Application Rocklobster Contact Form 7 3.7 All All All
Application Rocklobster Contact Form 7 All All All All
Application Wordpress Wordpress - All All All
Application Wordpress Wordpress - All All All
Reference

Contact Form 7 3.7.2 | Contact Form 7

WordPress Plugin Contact Form 7 Security Bypass (3.7.1) - Vulnerabilities - Acunetix

CVE-2014-2265 : Rock Lobster Contact Form 7 before 3.7.2 allows remote attackers to bypass the CAPTCHA protection mechanism and sub
ContactForm7 vulnerability - Hedgehog Security

ContactForm?7 vulnerability - Hedgehog Security

WordPress > Contact Form 7 « WordPress Plugins

CVE Program record



https://cve.report/
https://cve.report/CVE-2014-2265/mitre
https://cve.report/CVE-2014-2265/nist
https://cve.report/CVE-2014-2265/cve_org
https://cve.report/api/cve/CVE-2014-2265.json
https://cve.report/CVE-2014-2265.pdf
http://cve.report/vendor/rocklobster
http://cve.report/software/rocklobster/contact_form_7
http://cve.report/vendor/rocklobster
http://cve.report/software/rocklobster/contact_form_7
http://cve.report/vendor/rocklobster
http://cve.report/software/rocklobster/contact_form_7
http://cve.report/vendor/rocklobster
http://cve.report/software/rocklobster/contact_form_7
http://cve.report/vendor/rocklobster
http://cve.report/software/rocklobster/contact_form_7
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://contactform7.com/2014/02/26/contact-form-7-372/
https://www.acunetix.com/vulnerabilities/web/wordpress-plugin-contact-form-7-security-bypass-3-7-1/
https://www.cvedetails.com/cve/CVE-2014-2265/
http://web.archive.org/web/20140727133642/http://www.hedgehogsecurity.co.uk/2014/02/26/contactform7-vulnerability/
http://www.hedgehogsecurity.co.uk/2014/02/26/contactform7-vulnerability/
http://wordpress.org/plugins/contact-form-7/changelog
https://www.cve.org/CVERecord?id=CVE-2014-2265

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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