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views/Index.php in the Install module in vTiger 6.0 before Security Patch 2 does not properly restrict access, which allows r
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Vtiger Vtiger Crm 1.0 All All All
Vtiger Vtiger Crm 2.0 All All All
Viiger Vtiger Crm 2.0.1 All All All
Vtiger Vtiger Crm 2.1 All All All
Vtiger Vtiger Crm 3.0 All All All
Vtiger Vtiger Crm 3.0 beta All All
Vtiger Viiger Crm 3.2 All All All
Vtiger Vtiger Crm 4 All All All
Viiger Vtiger Crm 4 beta All All
Vtiger Vtiger Crm 4 rci All All
Vtiger Vtiger Crm 4.0 All All All
Viiger Vtiger Crm 4.0.1 All All All
Vtiger Vtiger Crm 4.2 All All All
Viiger Vtiger Crm 424 All All All
Vtiger Vtiger Crm 5.0.0 All All All
Vtiger Vtiger Crm 5.0.1 All All All
Vtiger Vtiger Crm 5.0.2 All All All
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Application Vtiger Vtiger Crm 5.2.0 All All All

Application Viiger Vtiger Crm 5.2.1 All All All

Application Vtiger Vtiger Crm 5.3.0 All All All

Application Viiger Vtiger Crm 5.4.0 All All All

Application Vtiger Vtiger Crm 6.0.0 All All All

Application Vtiger Viiger Crm 6.0.0 beta All All

Application Vtiger Vtiger Crm 6.0.0 rc All All

Application Vtiger Viiger Crm 6.0.0 sp1 All All

Reference Source Link
Vtiger Install Unauthenticated Remote Command Execution EXPLOIT-DB  www.ex|
vtiger CRM Password Reset Security Bypass Vulnerability BID WWW.SE
vtigercrm-developers - [Vtigercrm-developers] IMP: forgot password and re-installation security fix | Threaded View MLIST vtiger-cr
Navixia find critical vulnerabilities in Vtiger CRM (CVE-2014-2268 & CVE-2014-2269) - Navixia Cybersecurity Blog  MISC www.na
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.
« S |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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