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Summary

CVE CVE-2014-2271

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-14 17:15:00 UTC

Updated 2020-01-21 16:48:00 UTC

Description cn.wps.moffice.common.beans.print.CloudPrintWebView in Kingsoft Office 5.3.1, as used in Huawei P2 devices before V100R001C00B043, falls back to HTTP when the HTTPS connection to the registry fails, which allows man-in-the-middle attackers to conduct downgrade attacks and execute arbitrary Java code by leveraging a network position between the client and the registry to block HTTPS traffic.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei P2-6011 - All All All

Hardware Huawei P2-6011 - All All All

Operating System Huawei P2-6011 Firmware All All All All

Operating System Huawei P2-6011 Firmware All All All All

Application Wps Wps Office 5.3.1 All All All

Application Wps Wps Office 5.3.1 All All All

References

Reference Source Link Tags

labs.f-secure.com/assets/763/original/mwri_advisory_huawei_kingsoft-office.pdf MISC labs.f-secure.com Third Party Advisory

Security Advisory-Multiple Vulnerabilities on Huawei P2 product - Huawei PSIRT MISC www.huawei.com Third Party Advisory

Kingsoft Office CVE-2014-2271 Remote Code Execution Vulnerability MISC www.securityfocus.com Third Party Advisory, VDB Entry

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

Kingsoft Office Remote Code Execution MISC labs.f-secure.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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