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CVE CVE-2014-2281
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-11 13:01:10 UTC
Updated 2026-05-06 22:30:45 UTC
Description The nfs_name_snoop_add_name function in epan/dissectors/packet-nfs.c in the NFS dissector in Wireshark 1.8.x before 1

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector
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AV:N/AC:M/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 1.10.0 All All All


https://cve.report/
https://cve.report/CVE-2014-2281/mitre
https://cve.report/CVE-2014-2281/nist
https://cve.report/CVE-2014-2281/cve_org
https://cve.report/api/cve/CVE-2014-2281.json
https://cve.report/CVE-2014-2281.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark

Application Wireshark Wireshark 1.10.1 All All All
Application Wireshark Wireshark 1.10.2 All All All
Application Wireshark Wireshark 1.10.3 All All All
Application Wireshark Wireshark 1.10.4 All All All
Application Wireshark Wireshark 1.10.5 All All All
Application Wireshark Wireshark 1.8.0 All All All
Application Wireshark Wireshark 1.8.1 All All All
Application Wireshark Wireshark 1.8.10 All All All
Application Wireshark Wireshark 1.8.11 All All All
Application Wireshark Wireshark 1.8.12 All All All
Application Wireshark Wireshark 1.8.2 All All All
Application Wireshark Wireshark 1.8.3 All All All
Application Wireshark Wireshark 1.8.4 All All All
Application Wireshark Wireshark 1.8.5 All All All
Application Wireshark Wireshark 1.8.6 All All All
Application Wireshark Wireshark 1.8.7 All All All
Application Wireshark Wireshark 1.8.8 All All All
Application Wireshark Wireshark 1.8.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Debian -- Security Information -- DSA-2871-1 wireshark

Wireshark - wnpa-sec-2014-01 - NFS dissector crash

Security Advisory SA57489 - SUSE update for wireshark - Secunia

Red Hat Customer Portal

Wireshark NFS/M3UA/RLC Dissector Bugs Let Remote Users Deny Service and MPEG Buffer Overflow Lets Remote Users Execute Arbitrary
Security Advisory SA57480 - SUSE update for wireshark - Secunia

code.wireshark Code Review - wireshark.git/tree

9672 — Memory corruption in packet-nfs.c

openSUSE-SU-2014:0383-1: moderate: wireshark to 1.8.13

openSUSE-SU-2014:0382-1: moderate: wireshark to 1.8.13/1.10.6

Multiple vulnerabilities in Wireshark | Oracle Third Party Vulnerability Resolution Blog
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coue.wiresridrk Loue rieview - wiresiidrk.giviree
Red Hat Customer Portal
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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