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Summary

CVE CVE-2014-2284

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-24 16:43:00 UTC

Updated 2014-09-13 05:25:00 UTC

Description The Linux implementation of the ICMP-MIB in Net-SNMP 5.5 before 5.5.2.1, 5.6.x before 5.6.2.1, and 5.7.x before 5.7.2.1 does not properly validate input, which allows remote attackers to cause a denial of service via unspecified vectors.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net-snmp Net-snmp 5.5 All All All

Application Net-snmp Net-snmp 5.5.0.1 All All All

Application Net-snmp Net-snmp 5.5.0.2 All All All

Application Net-snmp Net-snmp 5.5.1 All All All

Application Net-snmp Net-snmp 5.5.1.1 All All All

Application Net-snmp Net-snmp 5.5.2 All All All

Application Net-snmp Net-snmp 5.6 All All All

Application Net-snmp Net-snmp 5.6.1.1 All All All

Application Net-snmp Net-snmp 5.6.2 All All All

Application Net-snmp Net-snmp 5.7 All All All

Application Net-snmp Net-snmp 5.7.1 All All All

Application Net-snmp Net-snmp 5.7.2 All All All

Application Net-snmp Net-snmp 5.5 All All All

Application Net-snmp Net-snmp 5.5.0.1 All All All

Application Net-snmp Net-snmp 5.5.0.2 All All All

Application Net-snmp Net-snmp 5.5.1 All All All

Application Net-snmp Net-snmp 5.5.1.1 All All All
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Application Net-snmp Net-snmp 5.5.1.1 All All All

Application Net-snmp Net-snmp 5.5.2 All All All

Application Net-snmp Net-snmp 5.6 All All All

Application Net-snmp Net-snmp 5.6.1.1 All All All

Application Net-snmp Net-snmp 5.6.2 All All All

Application Net-snmp Net-snmp 5.7 All All All

Application Net-snmp Net-snmp 5.7.1 All All All

Application Net-snmp Net-snmp 5.7.2 All All All

References

Reference Source Link Tags

USN-2166-1: Net-SNMP vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

openSUSE-SU-2014:0398-1: moderate: net-snmp: security fixes for remote d SUSE lists.opensuse.org

Gentoo Linux Documentation -- Net-SNMP: Denial of Service GENTOO www.gentoo.org

Security Advisory SA57870 - Ubuntu update for net-snmp - Secunia SECUNIA secunia.com

Red Hat Customer Portal REDHAT rhn.redhat.com

comments.gmane.org | 522: Connection timed out MLIST comments.gmane.org

Security Advisory SA59974 - Gentoo update for net-snmp - Secunia SECUNIA secunia.com

Security Advisory SA57124 - Net-SNMP ICMP-MIB Denial of Service Vulnerability - Secunia SECUNIA secunia.com

openSUSE-SU-2014:0399-1: moderate: net-snmp: security fixes for remote d SUSE lists.opensuse.org

net-snmp / Code / Commit [a1fd64] MLIST sourceforge.net

Security Advisory SA57526 - SUSE update for net-snmp - Secunia SECUNIA secunia.com Vendor Advisory

Security Advisory SA57583 - Red Hat update for net-snmp - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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