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Summary

CVE CVE-2014-2292

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-14 15:55:00 UTC

Updated 2014-03-17 13:57:00 UTC

Description Unspecified vulnerability in the Linux Network Connect client in Juniper Junos Pulse Secure Access Service (aka SSL VPN) with IVE OS before 7.1r18, 7.3 before 7.3r10, 7.4 before 7.4r8, and 8.0 before 8.0r1 allows local users to gain privileges via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Ive Os 7.1 All All All

Operating System Juniper Ive Os 7.3 All All All

Operating System Juniper Ive Os 7.4 All All All

Operating System Juniper Ive Os 8.0 All All All

Operating System Juniper Ive Os 7.1 All All All

Operating System Juniper Ive Os 7.3 All All All

Operating System Juniper Ive Os 7.4 All All All

Operating System Juniper Ive Os 8.0 All All All

References

Reference

Juniper Networks - 2014-03 Security Bulletin: Junos Pulse Secure Access Service (SSL VPN): Linux Network Connect client local user privilege escalation issue (CVE-2014-2292) 

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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