CVE-2014-2294

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-2294
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-17 19:29:00 UTC
Updated 2018-05-22 15:05:00 UTC
Description Open Web Analytics (OWA) before 1.5.7 allows remote attackers to conduct PHP object injection attacks via a crafted seric
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Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openwebanalytics Open Web Analytics All All All All

Application Openwebanalytics Open Web Analytics All All All All

Reference Source Link

Open Web Analytics 'owa_event' Parameter PHP Object Injection Vulnerability BID www.securityfocus.com
OWA 1.5.7 is now available « Open Web Analytics CONFIRM  www.openwebanalytics.com
Open Web Analytics <= 1.5.6 (queue.php) PHP Object Injection Vulnerability | Karma(ln)Security MISC karmainsecurity.com
Secunia Advisories MISC secuniaresearch.flexerasoftw
End of Support for the Secunia Community Site - Community MISC secuniaresearch.flexerasoftw
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< 2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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