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Summary

CVE CVE-2014-2309

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-11 13:01:00 UTC

Updated 2020-08-27 17:04:00 UTC

Description The ip6_route_add function in net/ipv6/route.c in the Linux kernel through 3.13.6 does not properly count the addition of routes, which allows remote attackers to cause a denial of service (memory consumption) via a flood of ICMPv6 Router Advertisement packets.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Opensuse Opensuse 11.4 All All All

Operating System Suse Linux Enterprise Server 11 - All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

Operating System Suse Linux Enterprise Server 11 - All All

Operating System Suse Linux Enterprise Server 11 sp2 All All

References

Reference Source

Linux Kernel 'ip6_route_add()' Function Denial of Service Vulnerability BID

Security Advisory SA57250 - Linux Kernel IPv6 Router Advertisement Packets Processing Denial of Service Vulnerability - Secunia SECUNIA

Linux Kernel IPv6 Router Advertisement Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK

oss-security - Re: CVE Request: Linux kernel: IPv6: crash due to router advertisement flooding MLIST

kernel/git/netdev/net.git - Netdev Group's networking tree CONFIRM

[security-announce] openSUSE-SU-2015:0566-1: important: kernel update fo SUSE

[security-announce] SUSE-SU-2015:0481-1: important: Security update for SUSE
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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