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CVE CVE-2014-2310
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-04-17 14:55:00 UTC
Updated 2014-04-18 15:52:00 UTC
Description The AgentX subagent in Net-SNMP before 5.4.4 allows remote attackers to cause a denial of service (hang) by sending a r

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Net-snmp Net-snmp All All

Edition Language

All

All

References

Reference

USN-2166-1: Net-SNMP vulnerabilities | Ubuntu

#684388 - agentx: CVE-2014-2310: Oversized Object ID - Debian Bug report logs
net-snmp / Code / Commit [eb8163]

net-snmp / Patches / #1113 agentx subagent fails to handle multi-object request

Security Advisory SA57870 - Ubuntu update for net-snmp - Secunia

oss-sec: Re: CVE request: net-snmp agentx incorrect handling of multi-object requests DoS
oss-sec: CVE request: net-snmp agentx incorrect handling of multi-object requests DoS
CVE Program record

NVD vulnerability detail

/

Source

UBUNTU

CONFIRM

CONFIRM

CONFIRM

SECUNIA

MLIST

MLIST

CVE.ORG

NVD

Link Tags
ubuntu.com
bugs.debian.org
sourceforge.net

sourceforge.net

secunia.com Vendor Advisot
seclists.org

seclists.org

WwWw.Ccve.org canonical
nvd.nist.gov canonical, anal

il

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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