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CVE CVE-2014-2324
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-14 15:55:00 UTC
Updated 2021-02-24 20:06:00 UTC
Description Multiple directory traversal vulnerabilities in (1) mod_evhost and (2) mod_simple_vhost in lighttpd before 1.4.35 allow remot

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Contec Sv-cpt-mc310 - All All All
Hardware Contec Sv-cpt-mc310 - All All All
Operating System Contec Sv-cpt-mc310 Firmware All All All All
Operating System Contec Sv-cpt-mc310 Firmware All All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Lighttpd Lighttpd All All All All
Application Lighttpd Lighttpd All All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.3 All All All
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Operating System Opensuse Opensuse 13.1 All All All

Operating System Suse Linux Enterprise High Availability Extension 11 sp3 All All

Operating System Suse Linux Enterprise High Availability Extension 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp3 All All

Reference Source Link
oss-sec: lighttpd 1.4.34 SQL injection and path traversal CVE request MLIST seclists.
1.4.35 - Lighttpd - fly light CONFIRM  www.lig
[security-announce] openSUSE-SU-2014:0449-1: important: lighttpd to 1.4. SUSE lists.ope
lighttpd CVE-2014-2324 Multiple Directory Traversal Vulnerabilities BID www.se
download.lighttpd.net/lighttpd/security/lighttpd_sa_2014_01.ixt CONFIRM  downloe
[security-announce] openSUSE-SU-2014:0496-1: important: lighttpd to 1.4. SUSE lists.ope
Security Advisory SA57514 - SUSE update for lighttpd - Secunia SECUNIA  secunia
JVN#37417423: Multiple vulnerabilities in SolarView Compact JVN jvn.jp
'[security bulletin] HPSBGNO03191 rev.1 - HP Remote Device Access: Virtual Customer Access System (vVCA'- MARC  HP marc.inf
Security Advisory SA57404 - Debian update for lighttpd - Secunia SECUNIA  secunia
[security-announce] SUSE-SU-2014:0474-1: important: Security update for SUSE lists.ope
Debian -- Security Information -- DSA-2877-1 lighttpd DEBIAN www.de
oss-sec: Re: lighttpd 1.4.34 SQL injection and path traversal CVE request MLIST seclists.
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
< e ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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