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CVE Program / NVD first with legacy fallback

Risk And Classification

lib/graph_export.php in Cacti 0.8.7g, 0.8.8b, and earlier allows remote authenticated users to execute arbitrary commands \

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

References

Vendor

Cacti

Cacti

Debian
Debian
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Opensuse
Opensuse
Opensuse

Opensuse

Product
Cacti

Cacti

Debian Linux
Debian Linux
Fedora
Fedora
Fedora
Fedora
Opensuse
Opensuse
Opensuse

Opensuse

Version

All

All

7.0

7.0

19

20

19

20

13.1

13.2

Update
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All

All

Reference

svn.cacti.net/viewvc

#742768 - cacti: CVE-2014-2326 CVE-2014-2327 CVE-2014-2328 - Debian Bug report logs

Source

CONFIRM

CONFIRM

Link

svn.cacti.net

bugs.debian.org

Tags
Issue T

Issue T


https://cve.report/
https://cve.report/CVE-2014-2328/mitre
https://cve.report/CVE-2014-2328/nist
https://cve.report/CVE-2014-2328/cve_org
https://cve.report/api/cve/CVE-2014-2328.json
https://cve.report/CVE-2014-2328.pdf
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://svn.cacti.net/viewvc?view=rev&revision=7442
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=742768

Security Advisory SA59203 - Debian update for cacti - Secunia SECUNIA  secunia.com Third P

[SECURITY] Fedora 19 Update: cacti-0.8.8b-5.fc19 FEDORA lists.fedoraproject.org Third P
Gentoo Security GENTOO  security.gentoo.org Third P
0002433: CVE-2014-2328 Unspecified Remote Command Execution Vulnerability - Mantis ~ CONFIRM  bugs.cacti.net Issue T
Debian -- Security Information -- DSA-2970-1 cacti DEBIAN www.debian.org Third P
Cacti CVE-2014-2328 Unspecified Remote Command Execution Vulnerability BID www.securityfocus.com  Third P
openSUSE-SU-2015:0479-1: moderate: Security update for cacti SUSE lists.opensuse.org Third P
SecurityFocus BUGTRAQ www.securityfocus.com Third P
[SECURITY] Fedora 20 Update: cacti-0.8.8b-5.fc20 FEDORA lists.fedoraproject.org Third P
CVE Program record CVE.ORG  www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov canonic
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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