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CVE-2014-2343

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVLIACUAUNCINAP Certain versions of Scada Data Gateway from Trianglemicroworks
’ contain the following vulnerability:

Triangle MicroWorks SCADA Data Gateway before 3.00.0635 allows
physically proximate attackers to cause a denial of service (excessive
data processing) via a crafted DNP request over a serial line.

CVE-2014-2343 has been assigned by (T ics-cert@hg.dhs.gov to track the vulnerability

CVSS2 Score: 21-LOW

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
What's New & MISC www.trianglemicroworks.com/products/scada-

data-gateway/what%27s-new

Triangle MicroWorks Uncontrolled Resource @ MISC ics-cert.us-cert.gov/advisories/ICSA-14-149-
Consumption | ICS-CERT 01

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Ak kKK kKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0564:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0565:*:*:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0567:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0569:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0570:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0571 ™

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0573:*:*:**:**:*:

Kk kKK oKk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0574:**:**:**:*:

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0575:*:*:**:**:*:

Kk kL kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0576:* " " *:*:

akk kK kKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0591:*:*:*:**:*:*:

Ak kKKK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0592:*:*:*:*:*:*:*:

ARk kK kKK,

cpe:2.3:a:trianglemicroworks:scada data gateway:2.54.0595:*:*:*:*:*:*:*:



Kk kKK kLK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0599:*:*:*:*:**:*:

dkak kR akakak.

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00.0612:*:*:*:*:*:*:*:

Kk kKKK Lk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00.0615:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00.0630:*:*:*:*:*:*:*:

dkakak ok akakak.

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.50:*:*:*:*:*:*:*:

Kk kL kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.50.0309:* " " *:*:

akLk LKLk LK LK LK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0540::*:*:*:*:*:*:

akk kLK LK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0544::*:*:**:*:*:

Ak kKK LKLk LK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0552:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0553:*:*:*:*:*:*:*:

ARk kK kLK Lk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0558:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0561:*:*:*:*:*:*:*:



Kk ok kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0564:*:*:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0569:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0570:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0574:*:*:**:**:*:

Kk kL kKKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0575:* " "

Kk kKK kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0576:* " " *:*:

ARk LKLk LK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0587:*:*:*:*:*:*:*:

akLk LKLk LKLk LK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0588:*:*:*:*:*:*:*:

ARk kLK LK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0590:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0591:*:*:*:**:*:*:

ARk kKK LKLk,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0592:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0594:*:*:*:**:*:*:

AnnD iadtrinnalaminrawninrlicrennda Aata AatAmAugD BEA NRQRF*kokakokak,
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cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0596:*:*:*:*:*:*:*:

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0598:*:*:*:*:*:*:*:

cpe:2.3:a:trianglemicroworks:scada_data_gateway:2.54.0599:*:*:*:*:**:*:

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00:*:*:*:*:*:*:*:

cpe:2.3:a:trianglemicroworks:scada_data_gateway:3.00.0612:*:*:*:*:*:*:*:

LRk kR kR kK,

cpe:2.3:a:trianglemicroworks:scada_data_gateway:*:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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