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Summary

CVE CVE-2014-2383

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-28 14:09:00 UTC

Updated 2023-02-02 12:15:00 UTC

Description dompdf.php in dompdf before 0.6.1, when DOMPDF_ENABLE_PHP is enabled, allows context-dependent attackers to bypass chroot protections and read arbitrary files via a PHP protocol and wrappers in the input_file parameter, as demonstrated by a php://filter/read=convert.base64-encode/resource in the input_file parameter.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dompdf Dompdf All beta3 All All

References

Reference Source Link

CVE-2014-2383: LFI/RFI Escalation to RCE MISC explore.avertium.com

CVE-2014-2383 - Portcullis MISC www.portcullis-security.com

Full Disclosure: CVE-2014-2383 - Arbitrary file read in dompdf FULLDISC seclists.org

SecurityFocus BUGTRAQ www.securityfocus.com

Remove pre-processing of PHP code, disallow I/O streams as file input · 23a6939 · dompdf/dompdf · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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