
CVE-2014-2490
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2014-2490

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-17 05:10:00 UTC

Updated 2022-05-13 14:57:00 UTC

Description Unspecified vulnerability in the Java SE component in Oracle Java SE 7u60 and SE 8u5 allows remote attackers to affect confidentiality, integrity, and availability via unknown vectors related to Hotspot.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Hp Hp-ux b.11.23 All All All

Operating System Hp Hp-ux b.11.31 All All All

Operating System Hp Hp-ux b.11.23 All All All

Operating System Hp Hp-ux b.11.31 All All All

Application Oracle Jdk 1.7.0 update60 All All

Application Oracle Jdk 1.8.0 update5 All All

Application Oracle Jdk 1.7.0 update60 All All

Application Oracle Jdk 1.8.0 update5 All All

Application Oracle Jre 1.7.0 update60 All All

Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.8.0 update5 All All

Application Oracle Jre 1.8.0 update_5 All All

Application Oracle Jre 1.7.0 update_60 All All

Application Oracle Jre 1.8.0 update_5 All All
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Security Advisory SA60129 - Ubuntu update for openjdk-6 - Secunia SECUNIA
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Oracle JRE/JDK: Multiple vulnerabilities (GLSA 201502-12) — Gentoo security GENTOO

Oracle Critical Patch Update - July 2014 CONFIRM

Oracle Java SE Multiple Flaws Let Remote Users Execute Arbitrary Code, Access and Modify Data, and Deny Service - SecurityTracker SECTRACK

Debian -- Security Information -- DSA-2980-1 openjdk-6 DEBIAN

SecurityFocus BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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