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Summary

CVE CVE-2014-2510

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-07-08 11:06:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description The JAXB XML parser in EMC Documentum Foundation Services (DFS) 6.6 before P39, 6.7 SP1 before P28, and 6.7 SP2 before P15, as used in My Documentum for Desktop, My Documentum for Microsoft Outlook, and CenterStage, allows remote authenticated users to read arbitrary files via an external entity declaration in conjunction with an entity reference, related to an XML External Entity (XXE) issue.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Centerstage 1.2 sp1 All All

Application Emc Centerstage 1.2 sp2 All All

Application Emc Centerstage 1.2 sp1 All All

Application Emc Centerstage 1.2 sp2 All All

Application Emc Documentum Foundation Services 6.6 All All All

Application Emc Documentum Foundation Services 6.7 All All All

Application Emc Documentum Foundation Services 6.7 sp1 All All

Application Emc Documentum Foundation Services 6.7 sp2 All All

Application Emc Documentum Foundation Services 6.6 All All All

Application Emc Documentum Foundation Services 6.7 All All All

Application Emc Documentum Foundation Services 6.7 sp1 All All

Application Emc Documentum Foundation Services 6.7 sp2 All All

Application Emc My Documentum For Desktop 6.7.2 All All All

Application Emc My Documentum For Desktop 6.7.2 All All All

Application Emc My Documentum For Microsoft Outlook 6.7 sp All All

Application Emc My Documentum For Microsoft Outlook 6.7 sp2 All All

Application Emc My Documentum For Microsoft Outlook 6.7.1 All All All

https://cve.report/
https://cve.report/CVE-2014-2510/mitre
https://cve.report/CVE-2014-2510/nist
https://cve.report/CVE-2014-2510/cve_org
https://cve.report/CVE-2014-2510.pdf
http://cve.report/vendor/emc
http://cve.report/software/emc/centerstage
http://cve.report/vendor/emc
http://cve.report/software/emc/centerstage
http://cve.report/vendor/emc
http://cve.report/software/emc/centerstage
http://cve.report/vendor/emc
http://cve.report/software/emc/centerstage
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/documentum_foundation_services
http://cve.report/vendor/emc
http://cve.report/software/emc/my_documentum_for_desktop
http://cve.report/vendor/emc
http://cve.report/software/emc/my_documentum_for_desktop
http://cve.report/vendor/emc
http://cve.report/software/emc/my_documentum_for_microsoft_outlook
http://cve.report/vendor/emc
http://cve.report/software/emc/my_documentum_for_microsoft_outlook
http://cve.report/vendor/emc
http://cve.report/software/emc/my_documentum_for_microsoft_outlook


Application Emc My Documentum For Microsoft Outlook 6.7.1 All All All

Application Emc My Documentum For Microsoft Outlook 6.7.3 All All All

Application Emc My Documentum For Microsoft Outlook 6.7 sp All All

Application Emc My Documentum For Microsoft Outlook 6.7 sp2 All All

Application Emc My Documentum For Microsoft Outlook 6.7.1 All All All

Application Emc My Documentum For Microsoft Outlook 6.7.3 All All All

References

Reference Source

EMC Documentum Foundation Services XML External Entity Information Disclosure Vulnerability BID

Security Advisory SA59773 - EMC Multiple Products XML External Entities Vulnerability - Secunia SECUNIA

EMC Documentum Foundation Services Bug Lets Remote Authenticated Users Obtain Files From the Target System - SecurityTracker SECTRACK

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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