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Summary

CVE CVE-2014-2511

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-20 11:17:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in EMC Documentum WebTop before 6.7 SP1 P28 and 6.7 SP2 before P14 allow remote attackers to inject arbitrary web script or HTML via the (1) startat or (2) entryId parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Digital Assets Manager 6.5 All All All

Application Emc Digital Assets Manager 6.5 sp5 All All

Application Emc Digital Assets Manager 6.5 sp6 All All

Application Emc Digital Assets Manager 6.5 All All All

Application Emc Digital Assets Manager 6.5 sp5 All All

Application Emc Digital Assets Manager 6.5 sp6 All All

Application Emc Documentum Administrator 6.7 All All All

Application Emc Documentum Administrator 6.7 sp1 All All

Application Emc Documentum Administrator 6.7 sp2 All All

Application Emc Documentum Administrator 7.0 All All All

Application Emc Documentum Administrator 7.1 All All All

Application Emc Documentum Administrator 6.7 All All All

Application Emc Documentum Administrator 6.7 sp1 All All

Application Emc Documentum Administrator 6.7 sp2 All All

Application Emc Documentum Administrator 7.0 All All All

Application Emc Documentum Administrator 7.1 All All All

Application Emc Documentum Capital Projects 1.8 All All All
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Application Emc Documentum Capital Projects 1.8 All All All

Application Emc Documentum Capital Projects 1.9 All All All

Application Emc Documentum Capital Projects 1.8 All All All

Application Emc Documentum Capital Projects 1.9 All All All

Application Emc Documentum Webtop 6.7 All All All

Application Emc Documentum Webtop 6.7 sp1 All All

Application Emc Documentum Webtop 6.7 sp2 All All

Application Emc Documentum Webtop 6.7 All All All

Application Emc Documentum Webtop 6.7 sp1 All All

Application Emc Documentum Webtop 6.7 sp2 All All

Application Emc Engineering Plant Facilities Management Solution For Documentum 1.7 All All All

Application Emc Engineering Plant Facilities Management Solution For Documentum 1.7 sp1 All All

Application Emc Engineering Plant Facilities Management Solution For Documentum 1.7 All All All

Application Emc Engineering Plant Facilities Management Solution For Documentum 1.7 sp1 All All

Application Emc Records Client 6.7 All All All

Application Emc Records Client 6.7 sp1 All All

Application Emc Records Client 6.7 sp2 All All

Application Emc Records Client 6.7 All All All

Application Emc Records Client 6.7 sp1 All All

Application Emc Records Client 6.7 sp2 All All

Application Emc Task Space 6.7 All All All

Application Emc Task Space 6.7 sp1 All All

Application Emc Task Space 6.7 sp2 All All

Application Emc Task Space 6.7 All All All

Application Emc Task Space 6.7 sp1 All All

Application Emc Task Space 6.7 sp2 All All

Application Emc Web Publishers 6.5 All All All

Application Emc Web Publishers 6.5 sp6 All All

Application Emc Web Publishers 6.5 sp7 All All

Application Emc Web Publishers 6.5 All All All

Application Emc Web Publishers 6.5 sp6 All All

Application Emc Web Publishers 6.5 sp7 All All
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SecurityFocus

About Secunia Research | Flexera

EMC Documentum WebTop Products Input Validation Flaws in 'startat' and 'entryId' Parameters Permit Cross-Site Scripting Attacks - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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