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CVE CVE-2014-2522
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-18 22:14:00 UTC
Updated 2017-04-29 01:59:00 UTC
Description curl and libcurl 7.27.0 through 7.35.0, when running on Windows and using the SChannel/Winssl TLS backend, does not ve
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Haxx Curl 7.27.0 All All All
Application Haxx Curl 7.28.0 All All All
Application Haxx Curl 7.28.1 All All All
Application Haxx Curl 7.29.0 All All All
Application Haxx Curl 7.30.0 All All All
Application Haxx Curl 7.31.0 All All All
Application Haxx Curl 7.32.0 All All All
Application Haxx Curl 7.33.0 All All All
Application Haxx Curl 7.34.0 All All All
Application Haxx Curl 7.35.0 All All All
Application Haxx Curl 7.27.0 All All All
Application Haxx Curl 7.28.0 All All All
Application Haxx Curl 7.28.1 All All All
Application Haxx Curl 7.29.0 All All All
Application Haxx Curl 7.30.0 All All All
Application Haxx Curl 7.31.0 All All All
Application Haxx Curl 7.32.0 All All All
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Application Haxx Curl 7.33.0 All All All
Application Haxx Curl 7.34.0 All All All
Application Haxx Curl 7.35.0 All All All
Application Haxx Libcurl 7.27.0 All All All
Application Haxx Libcurl 7.28.0 All All All
Application Haxx Libcurl 7.28.1 All All All
Application Haxx Libcurl 7.29.0 All All All
Application Haxx Libcurl 7.30.0 All All All
Application Haxx Libcurl 7.31.0 All All All
Application Haxx Libcurl 7.32.0 All All All
Application Haxx Libcurl 7.33.0 All All All
Application Haxx Libcurl 7.34.0 All All All
Application Haxx Libcurl 7.35.0 All All All
Application Haxx Libcurl 7.36.0 All All All
Application Haxx Libcurl 7.27.0 All All All
Application Haxx Libcurl 7.28.0 All All All
Application Haxx Libcurl 7.28.1 All All All
Application Haxx Libcurl 7.29.0 All All All
Application Haxx Libcurl 7.30.0 All All All
Application Haxx Libcurl 7.31.0 All All All
Application Haxx Libcurl 7.32.0 All All All
Application Haxx Libcurl 7.33.0 All All All
Application Haxx Libcurl 7.34.0 All All All
Application Haxx Libcurl 7.35.0 All All All
Application Haxx Libcurl 7.36.0 All All All
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Reference Source Link Tags
cURL - libcurl not verifying certs for TLS to IP address / Winssl| CONFIRM  curl.haxx.se Patch,
Enterprise Chef 11.1.3 Release | Chef Blog CONFIRM  www.getchef.com
About Secunia Research | Flexera SECUNIA  secunia.com Vendol
oss-sec: Re: CVE request: flaw in curl's Windows SSL backend MLIST seclists.org
Security Advisory SA59458 - IBM Multiple Products cURL Multiple Security Issues - Secunia  SECUNIA  secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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