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The _rl_tropen function in util.c in GNU readline before 6.3 patch 3 allows local users to create or overwrite arbitrary files vi:
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 20 All All All
Gnu Readline 2.1 All All All
Gnu Readline 22 All All All
Gnu Readline 4.0 All All All
Gnu Readline 4.1 All All All
Gnu Readline 4.2 All All All
Gnu Readline 4.2 a All All
Gnu Readline 4.3 All All All
Gnu Readline 5.0 All All All
Gnu Readline 5.1 All All All
Gnu Readline 5.2 All All All
Gnu Readline 6.0 All All All
Gnu Readline 6.1 All All All
Gnu Readline 6.2 All All All
Gnu Readline 2.1 All All All
Gnu Readline 22 All All All
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[SECURITY] Fedora 20 Update: readline-6.2-10.fc20

[Bug-readline] Readline-6.3 Official Patch 3
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296092 Oracle Solaris 11.4 Support Repository Update (SRU) 7.1.4 Missing (CPUJAN2019)
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