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Summary

CVE CVE-2014-2537

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-18 17:04:00 UTC

Updated 2014-04-01 06:29:00 UTC

Description Memory leak in the TCP stack in the kernel in Sophos UTM before 9.109 allows remote attackers to cause a denial of service (memory consumption) via unspecified vectors.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sophos Unified Threat Management 110 All All All

Hardware Sophos Unified Threat Management 120 All All All

Hardware Sophos Unified Threat Management 220 All All All

Hardware Sophos Unified Threat Management 320 All All All

Hardware Sophos Unified Threat Management 425 All All All

Hardware Sophos Unified Threat Management 525 All All All

Hardware Sophos Unified Threat Management 625 All All All

Hardware Sophos Unified Threat Management 110 All All All

Hardware Sophos Unified Threat Management 120 All All All

Hardware Sophos Unified Threat Management 220 All All All

Hardware Sophos Unified Threat Management 320 All All All

Hardware Sophos Unified Threat Management 425 All All All

Hardware Sophos Unified Threat Management 525 All All All

Hardware Sophos Unified Threat Management 625 All All All

Application Sophos Unified Threat Management Software 8.3 All All All

Application Sophos Unified Threat Management Software 9.007 All All All

Application Sophos Unified Threat Management Software 9.107 All All All
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Application Sophos Unified Threat Management Software 9.107 All All All

Application Sophos Unified Threat Management Software 8.3 All All All

Application Sophos Unified Threat Management Software 9.007 All All All

Application Sophos Unified Threat Management Software 9.107 All All All

Application Sophos Unified Threat Management Software All All All All

References

Reference Source Link

UTM Up2Date 9.109 Released | Sophos Blog CONFIRM blogs.sophos.com

Security Advisory SA57344 - Sophos UTM TCP Stack Memory Leak Denial of Service Vulnerability - Secunia SECUNIA secunia.com

Sophos UTM Memory Leak Remote Denial of Service Vulnerability BID www.securityfocus.com

Sophos UTM TCP Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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