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Summary

CVE CVE-2014-2575

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-06 14:55:00 UTC

Updated 2018-10-09 19:43:00 UTC

Description Directory traversal vulnerability in the File Manager component in DevExpress ASPxFileManager Control for ASP.NET WebForms and MVC before 13.1.10 and 13.2.x before 13.2.9 allows remote authenticated users to read or write arbitrary files via a .. (dot dot) in the __EVENTARGUMENT parameter.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.10 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.11 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.3 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.4 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.5 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.6 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.8 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 10.2.9 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.10 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.11 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.12 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.4 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.5 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.6 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.7 All All All
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Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.7 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.8 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.1.9 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.10 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.11 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.12 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.13 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.14 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.5 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.7 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.8 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.10 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.11 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.12 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.4 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.5 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1.6 All All All
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Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.2.5 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.2.6 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.2.7 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.2.8 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 13.1 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 13.1.4 All All All
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Application Devexpress Aspxfilemanager Control For Webforms And Mvc 11.2.8 All All All

Application Devexpress Aspxfilemanager Control For Webforms And Mvc 12.1 All All All
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