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CVE CVE-2014-2580
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 23:13:00 UTC
Updated 2014-04-16 13:57:00 UTC
Description The netback driver in Xen, when using certain Linux versions that do not allow sleeping in softirq context, allows local guest

/ ]

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Xen Xen - All All All

Operating System Xen Xen - All All All

Reference S
XSA-90 - Xen Security Advisories C(

Xen Netback Packet Processing Flaw Lets Local Guest Administrators Cause Denial of Service Conditions on the Host - SecurityTracker St

Xen Linux netback CVE-2014-2580 Remote Denial of Service Vulnerability BI
oss-security - Xen Security Advisory 90 - Linux netback crash trying to disable due to malformed packet M
oss-security - Re: Xen Security Advisory 90 - Linux netback crash trying to disable due to malformed packet M
CVE Program record c
NVD vulnerability detail N

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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