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CVE CVE-2014-2588
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-24 16:38:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description Directory traversal vulnerability in servlet/downloadReport in McAfee Asset Manager 6.6 allows remote authenticated users
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mcafee Asset Manager 6.6 All All All
Application Mcafee Asset Manager 6.6 All All All
Reference

McAfee Asset Manager 6.6 - Multiple Vulnerabilities

IBM X-Force Exchange

McAfee Asset Manager Input Validation Flaws Let Remote Authenticated Users Inject SQL Commands and Download Files - SecurityTracker
Multiple McAfee Products Multiple Security Vulnerabilities

104633

McAfee Cloud SSO / Asset Manager Issues =~ Packet Storm

Full Disclosure: McAfee Cloud SSO and McAfee Asset Manager vulns

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2014-2588/mitre
https://cve.report/CVE-2014-2588/nist
https://cve.report/CVE-2014-2588/cve_org
https://cve.report/CVE-2014-2588.pdf
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/asset_manager
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/asset_manager
http://www.exploit-db.com/exploits/32368
https://exchange.xforce.ibmcloud.com/vulnerabilities/91930
http://www.securitytracker.com/id/1029927
http://www.securityfocus.com/bid/66302
http://www.osvdb.org/104633
http://packetstormsecurity.com/files/125775/McAfee-Cloud-SSO-Asset-Manager-Issues.html
http://seclists.org/fulldisclosure/2014/Mar/325
https://www.cve.org/CVERecord?id=CVE-2014-2588
https://nvd.nist.gov/vuln/detail/CVE-2014-2588

There are currently no legacy QID mappings associated with this CVE.
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