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Summary

CVE CVE-2014-2629

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-12 14:55:00 UTC

Updated 2017-01-07 02:59:00 UTC

Description HP NonStop Safeguard Security Software G, H06.03 through H06.28.01, and J06.03 through J06.17.01 does not properly evaluate the DISKFILE-PATTERN ACL of a program object file, which allows remote authenticated users to bypass intended restrictions on program access via vectors related to process-creation time.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Nonstop Safeguard Security All All All All

Application Hp Nonstop Safeguard Security All All All All

Application Hp Nonstop Safeguard Security All All All All

References

Reference Source

About Secunia Research | Flexera SECUNIA

HP NonStop Safeguard Security Software CVE-2014-2629 Access Bypass Vulnerability BID

SSRT101655 HP

HP NonStop Server Safeguard Security Software ACL Flaw Lets Remote Authenticated Users Gain Unauthorized Access - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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