CVE-2014-2669
Published on: 03/28/2014 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:57 PM UTC

CVE-2014-2669

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACUAUSCPIPIAP Certain versions of Postgresgl from Postgresqgl contain the following
vulnerability:

)

Multiple integer overflows in contrib/hstore/hstore_io.c in PostgreSQL
9.0.x before 9.0.16, 9.1.x before 9.1.12, 9.2.x before 9.2.7, and 9.3.x
before 9.3.3 allow remote authenticated users to have unspecified
impact via vectors related to the (1) hstore_recv, (2)
hstore_from_arrays, and (3) hstore_from_array functions in
contrib/hstore/hstore_io.c; and the (4) hstoreArrayToPairs function in
contrib/hstore/hstore_op.c, which triggers a buffer overflow. NOTE: this issue was SPLIT from
CVE-2014-0064 because it has a different set of affected versions.
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CVE-2014-2669 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (SEEMEDILN |

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Debian -- Security (© DEBIAN DSA-2865
Information -- DSA-2865-1
postgresql-9.1

Red Hat Customer Portal & REDHAT RHSA-2014:0469

Not Archived

Red Hat Customer Portal & REDHAT RHSA-2014:0221



https://cve.report/
https://cve.report/CVE-2014-2669/mitre
https://cve.report/CVE-2014-2669/nist
https://cve.report/CVE-2014-2669/cve_org
https://cve.report/CVE-2014-2669.pdf
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2014/dsa-2865
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2014-0469.html
https://web.archive.org/web/2014/http://rhn.redhat.com/errata/RHSA-2014-0221.html
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PostgreSQL: Security @ CONFIRM www.postgresql.org/support/security/

Information

PostgreSQL: PostgreSQL @ CONFIRM www.postgresql.org/about/news/1506/
9.3.3,9.2.7,9.1.12,9.0.16

and 8.4.20 released!

Predict integer overflow to [ github.com | ) CONFIRM

avoid buffer overruns. - github.com/postgres/postgres/commit/31400a673325147e1205326008e32135a7¢
postgres/postgres@31400a6

- GitHub

Debian -- Security (© DEBIAN DSA-2864

Information -- DSA-2864-1

postgresql-8.4

20140220securityrelease - (2) CONFIRM wiki.postgresqgl.org/wiki/’20140220securityrelease
PostgreSQL wiki

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Postgresql Postgresql 9.0 All All All
Application Postgresql Postgresql 9.0.1 All All All
Application Postgresql Postgresql 9.0.10 All All All
Application Postgresql Postgresql 9.0.11 All All All
Application Postgresql Postgresql 9.0.12 All All All
Application Postgresql Postgresql 9.0.13 All All All
Application Postgresql Postgresql 9.0.14 All All All
Application Postgresql Postgresql 9.0.15 All All All
Application Postgresql Postgresql 9.0.2 All All All
Application Postgresql Postgresql 9.0.3 All All All
Application Postgresql Postgresql 9.0.4 All All All
Application Postgresql Postgresql 9.0.5 All All All
Application Postgresql Postgresql 9.0.6 All All All
Application Postgresql Postgresql 9.0.7 All All All
Application Postgresql Postgresql 9.0.8 All All All
Application Postgresql Postgresql 9.0.9 All All All
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Akak kKR kK,

cpe:2.3:a:postgresql:postgresql:9.0.1: 7 ™

Lk Lk ak kR akak.

cpe:2.3:a:postgresqgl:postgresql:9.0.11: 7

Lk Lk ak kR akak.

cpe:2.3:a:postgresql:postgresql:9.0.12:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:postgresql:postgresql:9.0.13:*:*:**:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:postgresqgl:postgresql:9.0.14:*:*:**:**:*:

dkakakakakakak.

cpe:2.3:a:postgresqgl:postgresql:9.0.15:*:***:**:*:

cpe:2.3:a:postgresql:postgresql:9.0.2:*:* " * "™

cpe:2.3:a:postgresql:postgresql:9.0.3:*: " * "
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cpe:2.3:a:postgresqgl:postgresql:9.0.4:*: ="
cpe:2.3:a:postgresql:postgresql:9.0.5: "
cpe:2.3:a:postgresql:postgresql:9.0.6:*:*: """
cpe:2.3:a:postgresql:postgresql:9.0.7:* "
cpe:2.3:a:postgresql:postgresql:9.0.8:*: "
cpe:2.3:a:postgresql:postgresql:9.0.9:*:* "
cpe:2.3:a:postgresql:postgresql:9.1:*:":*

cpe:2.3:a:postgresql:postgresql:9.1.1:* "

dkukakakakakak.

cpe:2.3:a:postgresql:postgresql:9.1.10:*: "

dkukakukkakak.

cpe:2.3:a:postgresql:postgresql:9.1.11 %

cpe:2.3:a:postgresql:postgresql:9.1.2:** "

cpe:2.3:a:postgresql:postgresql:9.1.3:* "

cpe:2.3:a:postgresqgl:postgresql:9.1.4:* 7

cpe:2.3:a:postgresqgl:postgresql:9.1.5:* """

cpe:2.3:a:postgresqgl:postgresql:9.1.6:*: " *:

cpe:2.3:a:postgresql:postgresql:9.1.7: "

cpe:2.3:a:postgresqgl:postgresql:9.1.8:* "™

cpe:2.3:a:postgresqgl:postgresql:9.1.9: "™

Akakak kR kK,

cpe:2.3:a:postgresqgl:postgresql:9.2:*:*:**:

cpe:2.3:a:postgresql:postgresql:9.2.1: 7 ™

cpe:2.3:a:postgresql:postgresql:9.2.2:******:*:

cpe:2.3:a:postgresql:postgresql:9.2.3:*** "

cpe:2.3:a:postgresql:postgresql:9.2.4: > ***:*:

cpe:2.3:a:postgresql:postgresql:9.2.5:*** "

cpe:2.3:a:postgresql:postgresql:9.3:*:*:*:**:*:*:

cpe:2.3:a:postgresql:postgresql:9.3.1:*** "

cpe:2.3:a:postgresql:postgresql:9.3.2:** " * "

cpe:2.3:a:postgresql:postgresql:9.0: " " *:*:

cpe:2.3:a:postgresql:postgresql:9.0.1:*: " "



dkukakakakakak.

cpe:2.3:a:postgresql:postgresql:9.0.15:*:*:*: "

cpe:2.3:a:postgresql:postgresql:9.0.2:*:*: "

cpe:2.3:a:postgresql:postgresql:9.0.3: " *

cpe:2.3:a:postgresql:postgresql:9.0.4: "

cpe:2.3:a:postgresql:postgresql:9.0.5:* "

cpe:2.3:a:postgresql:postgresql:9.0.6:*:*: "

cpe:2.3:a:postgresql:postgresql:9.0.7:***

cpe:2.3:a:postgresql:postgresql:9.0.8:*:*:*:*:*

cpe:2.3:a:postgresql:postgresql:9.0.9:*: " *:

cpe:2.3:a:postgresqgl:postgresql:9.1:*:*:*

cpe:2.3:a:postgresqgl:postgresql:9.1.1:* "

sk Rk Lk akakak.

cpe:2.3:a:postgresqgl:postgresql:9.1.11

cpe:2.3:a:postgresql:postgresql:9.1.2:** "

cpe:2.3:a:postgresql:postgresql:9.1.3:* ™

cpe:2.3:a:postgresql:postgresql:9.1.4: > "

cpe:2.3:a:postgresql:postgresql:9.1.5:** "

cpe:2.3:a:postgresql:postgresql:9.1.6:** "

cpe:2.3:a:postgresqgl:postgresql:9.1.7: > :*:

cpe:2.3:a:postgresql:postgresql:9.1.8:******:*:

cpe:2.3:a:postgresql:postgresql:9.1.9:*** "

dkak koK ak Rk,

cpe:2.3:a:postgresql:postgresql:9.2:*:*: " *:*:

cpe:2.3:a:postgresqgl:postgresql:9.2.1 " * "



cpe:2.3:a:postgresql:postgresql:9.2.2:*:* " * "

cpe:2.3:a:postgresqgl:postgresql:9.2.3:*:* "

cpe:2.3:a:postgresqgl:postgresql:9.2.4: """

cpe:2.3:a:postgresqgl:postgresql:9.2.5:*: """

cpe:2.3:a:postgresql:postgresql:9.3: " "

cpe:2.3:a:postgresqgl:postgresql:9.3.1:* " %"

cpe:2.3:a:postgresql:postgresql:9.3.2: 7 " *

No vendor comments have been submitted for this CVE
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