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Race condition in the ath_tx_aggr_sleep function in drivers/net/wireless/ath/ath9k/xmit.c in the Linux kernel before 3.13.7 al

Risk And Classification
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Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System

Operating System

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All

References

Reference

git.kernel.org

1

Source

ath9k: protect tid->sched check - torvalds/linux@21f8aae - GitHub CONFIRM

Security Advisory SA57468 - Linux Kernel ath9k &quot;ath_tx_aggr_sleep()&quot; Race Condition Vulnerability - Secunia  SECUNIA

www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.12.15 CONFIRM
www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.13.7 CONFIRM
Bug 70551 — kernel crash on ath9k under heavy load CONFIRM
oss-security - Re: CVE request: Linux Kernel, two security issues MLIST
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM
Linux Kernel 'drivers/net/wireless/ath/ath9k/xmit.c' Denial of Service Vulnerability BID
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https://cve.report/
https://cve.report/CVE-2014-2672/mitre
https://cve.report/CVE-2014-2672/nist
https://cve.report/CVE-2014-2672/cve_org
https://cve.report/api/cve/CVE-2014-2672.json
https://cve.report/CVE-2014-2672.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://github.com/torvalds/linux/commit/21f8aaee0c62708654988ce092838aa7df4d25d8
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=21f8aaee0c62708654988ce092838aa7df4d25d8
http://secunia.com/advisories/57468
https://www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.12.15
http://www.kernel.org/pub/linux/kernel/v3.x/ChangeLog-3.13.7
https://bugzilla.kernel.org/show_bug.cgi?id=70551
http://www.openwall.com/lists/oss-security/2014/03/30/5
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=21f8aaee0c62708654988ce092838aa7df4d25d8
http://www.securityfocus.com/bid/66492
https://www.cve.org/CVERecord?id=CVE-2014-2672
https://nvd.nist.gov/vuln/detail/CVE-2014-2672

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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