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CVE CVE-2014-2682
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-11-16 00:59:00 UTC
Updated 2019-07-16 12:21:00 UTC

Description Zend Framework 1 (ZF1) before 1.12.4, Zend Framework 2 before 2.1.6 and 2.2.x before 2.2.6, ZendOpenld, ZendRest, Ze¢
i)

/ |

Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zend Zendopenid All All All All
Application Zend Zendrest All All All All
Application Zend Zendservice Amazon All All All All
Application Zend Zendservice Api All All All All
Application Zend Zendservice Audioscrobbler All All All All
Application Zend Zendservice Nirvanix All All All All
Application Zend Zendservice Slideshare All All All All
Application Zend Zendservice Technorati All All All All
Application Zend Zendservice Windowsazure All All All All
Application Zend Zend Framework All All All All
Application Zend Zend Framework All All All All
Reference

Debian -- Security Information -- DSA-3265-1 zendframework
Support / Security / Advisories / / MDVSA-2014:072 | Mandriva

Mageia Advisory: MGASA-2014-0151 - Updated php-ZendFramework packages fix multiple vulnerabilities
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ZF2014-01: Potential XXE/XEE attacks using PHP functions: simplexml_load_*, DOMDocument::loadXML, and xml_parse - Advisories - Secu
oss-sec: Re: CVE requests: Zend Framework issues fixed in ZF2014-01 and ZF2014-02

Zend Framework Multiple Information Disclosure and Security Bypass Vulnerabilities

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995840 PHP (Composer) Security Update for zendframework/zendframework1 (GHSA-gp39-h9c2-qw79)
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