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Summary

CVE CVE-2014-2684

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-16 00:59:00 UTC

Updated 2017-11-04 01:29:00 UTC

Description The GenericConsumer class in the Consumer component in ZendOpenId before 2.0.2 and the Zend_OpenId_Consumer class in Zend Framework 1 before 1.12.4 does not verify that the openid_op_endpoint value identifies the same Identity Provider as the provider used in the association handle, which allows remote attackers to bypass authentication and spoof arbitrary OpenID identities by using a malicious OpenID Provider that generates OpenID tokens with arbitrary identifier and claimed_id values.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zend Zendopenid All All All All

Application Zend Zend Framework All All All All

References

Reference

Debian -- Security Information -- DSA-3265-1 zendframework

Support / Security / Advisories / / MDVSA-2014:072 | Mandriva

Mageia Advisory: MGASA-2014-0151 - Updated php-ZendFramework packages fix multiple vulnerabilities

ZF2014-02: Potential security issue in login mechanism of ZendOpenId and Zend_OpenId consumer - Advisories - Security - Zend Framework

oss-sec: Re: CVE requests: Zend Framework issues fixed in ZF2014-01 and ZF2014-02

Zend Framework Multiple Information Disclosure and Security Bypass Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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