CVE-2014-2/708

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2014-2708
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-04-10 20:29:00 UTC
Updated 2017-08-29 01:34:00 UTC
Description Multiple SQL injection vulnerabilities in graph_xport.php in Cacti 0.8.7g, 0.8.8b, and earlier allow remote attackers to execu

1|

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Cacti Cacti 0.8.8b All All
Application Cacti Cacti 0.8.8b All All

Language
All

All

References

Reference

svn.cacti.net/viewvc

#742768 - cacti: CVE-2014-2326 CVE-2014-2327 CVE-2014-2328 - Debian Bug report logs
oss-sec: CVE request: cacti "bug#0002405: SQL injection in graph_xport.php"

Security Advisory SA59203 - Debian update for cacti - Secunia

[SECURITY] Fedora 19 Update: cacti-0.8.8b-5.fc19

Gentoo Security

Cacti 'graph_xport.php' SQL Injection Vulnerability

Security Advisory SA57647 - Cacti Multiple Vulnerabilities - Secunia

Debian -- Security Information -- DSA-2970-1 cacti

IBM X-Force Exchange

Bug 1084258 — CVE-2014-2708 CVE-2014-2709 cacti: command injection issues fixed in bug#0002405

bugs.cacti.net/view.php
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Link

svn.cacti.net
bugs.debian.org
seclists.org
secunia.com
lists.fedoraproject.org
security.gentoo.org
www.securityfocus.col
secunia.com
www.debian.org
exchange.xforce.ibmc
bugzilla.redhat.com

bugs.cacti.net


https://cve.report/
https://cve.report/CVE-2014-2708/mitre
https://cve.report/CVE-2014-2708/nist
https://cve.report/CVE-2014-2708/cve_org
https://cve.report/api/cve/CVE-2014-2708.json
https://cve.report/CVE-2014-2708.pdf
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
http://svn.cacti.net/viewvc?view=rev&revision=7439
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=742768
http://seclists.org/oss-sec/2014/q2/2
http://secunia.com/advisories/59203
http://lists.fedoraproject.org/pipermail/package-announce/2014-April/131821.html
https://security.gentoo.org/glsa/201509-03
http://www.securityfocus.com/bid/66555
http://secunia.com/advisories/57647
http://www.debian.org/security/2014/dsa-2970
https://exchange.xforce.ibmcloud.com/vulnerabilities/92278
https://bugzilla.redhat.com/show_bug.cgi?id=1084258
http://bugs.cacti.net/view.php?id=2405

oss-sec: Re: CVE request: cacti "bug#0002405: SQL injection in graph_xport.php"
[SECURITY] Fedora 20 Update: cacti-0.8.8b-5.fc20
CVE Program record

NVD vulnerability detail
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lists.fedoraproject.org

www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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