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CVE CVE-2014-2735
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-22 13:06:00 UTC
Updated 2018-10-09 19:43:00 UTC
Description WinSCP before 5.5.3, when FTP with TLS is used, does not verify that the server hosthname matches a domain name in the
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Winscp Winscp 5.5 All All All

Application Winscp Winscp 5.5.1 All All All

Application Winscp Winscp 5.5 All All All

Application Winscp Winscp 551 All All All

Application Winscp Winscp All All All All

Reference Source
SecurityFocus BUGTRAQ
Recent Version History :: WinSCP CONFIRM

Bug 1152 — Server hostname is not verified against certificate common name (or subject alternative name) :: Tracker :: WinSCP ~ CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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