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CVE CVE-2014-2830
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-31 14:59:00 UTC
Updated 2017-07-01 01:29:00 UTC
Description Stack-based buffer overflow in cifskey.c or cifscreds.c in cifs-utils before 6.4, as used in pam_cifscreds, allows remote attac

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Debian Cifs-utils All All All All

Reference Source Link Tags
ANNOUNCE: cifs-utils release 6.4 ready for download MLIST lists.samba.org

LinuxCIFS utils: Buffer overflow (GLSA 201612-08) — Gentoo security GENTOO security.gentoo.org

Bug 1086224 — CVE-2014-2830 cifs-utils: stack-based buffer overflow flaw in pam_cifscreds CONFIRM bugzilla.redhat.com

Bug 13386 — cifs-utils new security issue CVE-2014-2830 CONFIRM bugs.mageia.org

Mageia Advisory: MGASA-2014-0242 - Updated cifs-utils packages fix CVE-2014-2830 CONFIRM  advisories.mageia.org

oss-sec: Re: pam_cifscreds stack overflow MLIST seclists.org

Support / Security / Advisories / / MDVSA-2015:114 | Mandriva MANDRIVA  www.mandriva.com

Access Denied CONFIRM  bugzilla.novell.com

CVE Program record CVE.ORG  www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
‘ B0

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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