CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2014-2853

PUBLIC

cve@mitre.org

MITRE

CVE-2014-2853

NVD

CVE.ORG JSON API

CVE Program / NVD first with legacy fallback

2014-04-29 18:55:00 UTC

2015-09-10 15:28:00 UTC

Print: PDF 1)

Cross-site scripting (XSS) vulnerability in includes/actions/InfoAction.php in MediaWiki before 1.21.9 and 1.22.x before 1.22

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Reference Source

Security Advisory SA58262 - MediaWiki Default Sort Key &quot;InfoAction.php&quot; Script Insertion Vulnerability - Secunia  SECUNIA

Release notes/1.21 - MediaWiki CONFIRM
[MediaWiki-announce] MediaWiki Security and Maintenance Releases: 1.22.6 and 1.21.9 MLIST
1091967 — (CVE-2014-2853) CVE-2014-2853 mediawiki: XSS in action=info MISC

MediaWiki Input Validation Flaw in 'includes/actions/InfoAction.php' Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK

SECURITY: escape sortKey in pagelnfo - wikimedia/mediawiki@0b695ae - GitHub MISC
Release notes/1.22 - MediaWiki CONFIRM
MediaWiki 'InfoAction.php" HTML Injection Vulnerability BID

& T65251 XSS in action=info CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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