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Summary

CVE CVE-2014-2880

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-17 14:55:00 UTC

Updated 2014-10-17 07:12:00 UTC

Description Open redirect vulnerability in the Oracle Identity Manager component in Oracle Fusion Middleware 11.1.1.5, 11.1.1.7, 11.1.2.1, and 11.1.2.2 allows remote attackers to redirect users to arbitrary web sites and conduct phishing attacks via a URL in the backUrl parameter in a changepwd action to identity/faces/firstlogin.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Identity Manager 11.1.2.1.0 All All All

Application Oracle Identity Manager 11.1.2.1.0 All All All

References

Reference Source Link Tags

Oracle Identity Manager 'backUrl' Parameter URL Redirection Vulnerability BID www.securityfocus.com

Oracle Identity Manager 11g R2 SP1 (11.1.2.1.0) - Unvalidated Redirects EXPLOIT-DB www.exploit-db.com

Oracle Identity Manager 11g R2 SP1 Unvalidated Redirect ≈ Packet Storm MISC packetstormsecurity.com

Oracle Critical Patch Update - October 2014 CONFIRM www.oracle.com

105384 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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