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CVE-2014-2889

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACLAUNCEPILPIAP Certain versions of Linux Kernel from Linux contain the following
vulnerability:

Off-by-one error in the bpf_jit_compile function in
arch/x86/net/bpf_jit_comp.c in the Linux kernel before 3.1.8, when BPF
JIT is enabled, allows local users to cause a denial of service (system
crash) or possibly gain privileges via a long jump after a conditional
jump.

CVE-2014-2889 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
oss-security - Re: CVE ¢ > MLIST [oss-security] 20140418 Re: CVE request Linux kernel: arch: x86:
request Linux kernel: arch: net: bpf_jit: an off-by-one bug in x86_64 cond jump target

x86: net: bpf_jit: an off-by-one
bug in x86_64 cond jump

target

A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/Changelog-3.1.8
kernel/git/torvalds/linux.git - @ MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
Linux kernel source tree [ text/html | 2.6.git%3Ba=commit%3Bh=a03ffcf873fe0f2565386ca8ef832144c42e67fa
net: bpf_jit: fix an off-one bug  [EIITEETH () CONFIRM

in x86_64 cond jump target - text/html github.com/torvalds/linux/commit/a03ffcf873fe0f2565386ca8ef832144c42e67fa


https://cve.report/
https://cve.report/CVE-2014-2889/mitre
https://cve.report/CVE-2014-2889/nist
https://cve.report/CVE-2014-2889/cve_org
https://cve.report/CVE-2014-2889.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2014/04/18/6
https://cve.report/CVE-2014-2889/2b024d00
https://web.archive.org/web/2014/http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=a03ffcf873fe0f2565386ca8ef832144c42e67fa
https://github.com/torvalds/linux/commit/a03ffcf873fe0f2565386ca8ef832144c42e67fa

torvalds/linux@a03ffcf -
GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 3.0 rci All All
System

Operating Linux Linux Kernel 3.0 rc2 All All
System

Operating Linux Linux Kernel 3.0 rc3 All All
System

Operating Linux Linux Kernel 3.0 rcd All All
System

Operating Linux Linux Kernel 3.0 rch All All
System

Operating Linux Linux Kernel 3.0 rcé All All
System

Operating Linux Linux Kernel 3.0 rc7 All All
System

Operating Linux Linux Kernel 3.0.1 All All All
System

Operating Linux Linux Kernel 3.0.10 All All All
System

Operating Linux Linux Kernel 3.0.11 All All All
System

Operating Linux Linux Kernel 3.0.12 All All All
System

Operating Linux Linux Kernel 3.0.13 All All All
System

Operating Linux Linux Kernel 3.0.14 All All All
System

Operating Linux Linux Kernel 3.0.15 All All All
System

Operating Linux Linux Kernel 3.0.16 All All All
System

Operating Linux Linux Kernel 3.0.17 All All All
System

Operating Linux Linux Kernel 3.0.18 All All All

System
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dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*::

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3: " ::

dkak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc4: "

dkakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: "
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3.0.9

3.1

3.1

3.1

3.1

3.1

3.1.2

3.14

All
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cpe:2.3:0:linux:linux_kernel:3.0.1:*****:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.10: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.11: ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.13:**: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.14:* " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.17: %" "™

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*:*:*:*:*:*:*:

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*: """

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*: " *:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: " "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*:*: """



akk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:**:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*:**:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.37:: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*: "™

cpe:2.3:0:linux:linux_kernel:3.0.4:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.40:** " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.41 """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.42:* %" **:**:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.44:*:*:* """

akLk kLK LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.57:* """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.59:*:*:**:**:*:

cpe:2.3:0:linux:linux kernel:3.0.6:*:*:*:*:*:*:*:



Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.61:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

KKk Kk kLK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.7:*:***:**::
cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*:*: "

cpe:2.3:0:linux:linux_kernel:3.1.1:* """

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* """

cpe:2.3:0:linux:linux_kernel:3.1.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " *:*:

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*::

dkak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc3: " ::

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: "



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc7:*:*:*

cpe:2.3:0:linux:linux_kernel:3.0.1:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.1 1 ™

Kk ok Kk oKk,

cpe:2.3:0:linux:linux_kernel:3.0.12:* " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.13:* " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.15:* "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*:***:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:*:*:*:*:*:

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*: " *:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: "

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*: """

AnntD iaclinnivelinniv barnal:Q N QQ Kk kckakakk,



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.35: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:™:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.37::*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.39: " :*:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.41: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.44:*:*:* """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.54: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.55:*:*:**:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.57:*:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.59:™: " "™



cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:*:*:*:*:*:

Kk ok ok kKK,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.61::*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:**:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.7:%:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1:*:*: "

cpe:2.3:0:linux:linux_kernel:3.1.1: % """

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3: " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.4::*: """

cpe:2.3:0:linux:linux_kernel:3.1.5:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " *:*:

ARk kKKK LKLk,

cpe:2.3:0:linux:linux_kernel: ™ **:*:

No vendor comments have been submitted for this CVE
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