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CVE CVE-2014-2905
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-05-02 14:55:00 UTC
Updated 2019-09-24 15:15:00 UTC
Description fish (aka fish-shell) 1.16.0 before 2.1.1 does not properly check the credentials, which allows local users to gain privileges v
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fishshell Fish 1.16.0 All All All

Application Fishshell Fish 2.0.0 All All All

Application Fishshell Fish 1.16.0 All All All

Application Fishshell Fish 2.0.0 All All All
References

Reference Source Link

/tmp/fishd.socket.user permissions checking (CVE-2014-2905) - Issue #1436 - fish-shell/fish-shell - GitHub  CONFIRM  github.com

oss-security - Upcoming security release of fish 2.1.1 MLIST www.openwall.com
[security-announce] openSUSE-SU-2019:2177-1: moderate: Security update f SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2019:2188-1: moderate: Security update f SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00059.html
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00071.html
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690250 Free Berkeley Software Distribution (FreeBSD) Security Update for fish (6c083cf8-4830-11e4-ae2c-c80aa9043978)
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