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CVE-2014-2957

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCPIPIAP Certain versions of Exim from Exim contain the following vulnerability:

The dmarc_process function in dmarc.c in Exim before 4.82.1, when
EXPERIMENTAL_DMARC is enabled, allows remote attackers to
execute arbitrary code via the From header in an email, which is
passed to the expand_string function.

CVE-2014-2957 has been assigned by # cert@cert.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

oss-security - 21Nails: Multiple ¢ > MLIST [oss-security] 20210504 21Nails: Multiple vulnerabilities in Exim
vulnerabilities in Exim

git.exim.org Git - exim.git/commitdiff 313 CONFIRM
git.exim.org/exim.git/commitdiff/5b7a7c051c9ab9ee7c924a611f90ef2be03e0ad0

[exim] Exim 4.82.1 Security Release () MLIST [exim-announce] 20140528 [exim] Exim 4.82.1 Security Release

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.



https://cve.report/
https://cve.report/CVE-2014-2957/mitre
https://cve.report/CVE-2014-2957/nist
https://cve.report/CVE-2014-2957/cve_org
https://cve.report/CVE-2014-2957.pdf
http://cve.report/software/exim/exim
http://cve.report/vendor/exim
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2021/05/04/7
http://git.exim.org/exim.git/commitdiff/5b7a7c051c9ab9ee7c924a611f90ef2be03e0ad0
https://lists.exim.org/lurker/message/20140528.122536.a31d60a4.en.html
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Exim Exim 4.00 All All All
Application Exim Exim 4.01 All All All
Application Exim Exim 4.02 All All All
Application Exim Exim 4.03 All All All
Application Exim Exim 4.04 All All All
Application Exim Exim 4.05 All All All
Application Exim Exim 4.10 All All All
Application Exim Exim 4.11 All All All
Application Exim Exim 412 All All All
Application Exim Exim 4.14 All All All
Application Exim Exim 4.20 All All All
Application Exim Exim 4.21 All All All
Application Exim Exim 4.22 All All All
Application Exim Exim 4.23 All All All
Application Exim Exim 4.24 All All All
Application Exim Exim 4.30 All All All
Application Exim Exim 4.31 All All All
Application Exim Exim 4.32 All All All
Application Exim Exim 4.33 All All All
Application Exim Exim 4.34 All All All
Application Exim Exim 4.40 All All All
Application Exim Exim 4.41 All All All
Application Exim Exim 4.42 All All All
Application Exim Exim 4.43 All All All
Application Exim Exim 4.44 All All All
Application Exim Exim 4.50 All All All
Application Exim Exim 4.51 All All All
Application Exim Exim 4.52 All All All
Application Exim Exim 4.53 All All All
Application Exim Exim 4.54 All All All
Application Exim Exim 4.60 All All All
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Ak kLK LK kLK Lk,

cpe:2.3:a:exim:exim:4.12:*

ARk kKK LKLk,

cpe:2.3:a:exim:exim:4. 14 x>

Ak kKK kLK Lk,

cpe:2.3:a:exim:exim:4.21 ke

ARk kK kKK,

cpe:2.3:a:exim:exim:4.22:****

Ak kKK kKK,

cpe:2.3:a:exim:exim:4.23:***

Ak kKK kKK,

cpe:2.3:a:exim:exim:4. 24 xx

Ak kKK kKK,

cpe:2.3:a:exim:exim:4.30: % *

kKoK kKKK,

cpe:2.3:a:exim:exim:4.31:****F

kKoK kKKK,

cpe:2.3:a:exim:exim:4.33:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.34:

Kk ok kK kLK,

cpe:2.3:a:exim:exim:4.40:

Kk ok kKKK,

cpe:2.3:a:eximiexim:4. 41

Kk kKK kK,

cpe:2.3:a:exim:exim:4.42:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.43:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.50:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.51  xrr



Ak kKKK LKLk,

cpe:2.3:a:exim:exim:4.64:

Ak kLKL LK LKLk,

cpe:2.3:a:exim:exim:4.65:

ARk LKLk LKLk LK,

cpe:2.3:a:exim:exim:4.67:

ARk kKK LKLk,

cpe:2.3:a:exim:exim:4.68:

ARk kK kLK Lk,

cpe:2.3:a:exim:exim:4.70:

ARk kK kKK,

cpe:2.3:a:exim:exim:4. 71

Ak kKK kKK,

cpe:2.3:a:exim:exim:4.72:**x

Ak kKK kKK,

cpe:2.3:a:exim:exim:4. 74 x

Kk ok kKKK,

cpe:2.3:a:exim:exim:4. 75 xxr

Kk kK kKK,

cpe:2.3:a:exim:exim:4. 77

Kk kKK kLK,

cpe:2.3:a:exim:exim:4.80:

Skk ok kakakak.

cpe:2.3:a:exim:exim:4.80.1

Kk kKK kK,

cpe:2.3:a:exim:exim:4.01:

Kk kKK kK,

cpe:2.3:a:exim:exim:4.02:*

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.04:* *

Kk kKoK kK,

cpe:2.3:a:exim:exim:4.05:*** "k



ARk LKLk LKLk LK,

cpe:2.3:a:exim:exim:4.23:*

Ak kLKL LK LKLk,

cpe:2.3:a:exim:exim:4.24:**xx

Ak kKK kLK Lk,

cpe:2.3:a:exim:exim:4.31

Ak kKK kLK Lk,

cpe:2.3:a:exim:exim:4.32:*

ARk kKK LKLk,

cpe:2.3:a:exim:exim:4.33:*

Ak kKK kKK,

cpe:2.3:a:exim:exim:4.40:****x

Ak kKK kKK,

cpe:2.3:a:exim:exim:4.41 * xx

KKk kKKK,

cpe:2.3:a:exim:exim:4.43:**x

kKoK kK kLK,

cpe:2.3:a:exim:exim:4.44:**xx

Kk kKK kLK,

cpe:2.3:a:exim:exim:4.50:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.52:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.53:

Kk kKK kK,

cpe:2.3:a:exim:exim:4.60: *

Kk kK kKK,

cpe:2.3:a:exim:exim:4.61:

Kk ok kKKK,

cpe:2.3:a:exim:exim:4.62:* * *

Kk kK kKK,

cpe:2.3:a:exim:exim:4.63:*:



cpe:2.3:a:exim:exim:4.72:**x
cpe:2.3:a:exim:exim:4.73:*

cpe:2.3:a:exim:exim:4. 74

cpe:2.3:a:exim:exim:4.76:*:**x

cpe:2.3:a:exim:exim:4. 77 xxr

cpe:2.3:a:exim:exim:4.80.1:*:

cpe:2.3:a:eximiexim: e

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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