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AVNACLAUNCCICAC Certain versions of Directfb from Directfb contain the following
’ vulnerability:

Multiple integer signedness errors in the Dispatch_Write function in
proxy/dispatcher/idirectfbsurface_dispatcher.c in DirectFB 1.4.13 allow
remote attackers to cause a denial of service (crash) and possibly
execute arbitrary code via the Voodoo interface, which triggers a stack-
based buffer overflow.

CVE-2014-2977 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low [NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Directfb.org | Linux & Development (2) MLIST [directfb-dev] 20140327 IDirectFBSurface
Dispatch_Write bugs

[security-announce] SUSE-SU-2015:0839-1: important: 9 SUSE SUSE-SU-2015:0839

Security update for

Support / Security / Advisories / / MDVSA-2015:223 | & MANDRIVA MDVSA-2015:223

Mandriva

oss-security - [CVE-2014-2977] DirectFB integer ¢ > MLIST [oss-security] 20140516 [CVE-2014-2977]

signedness vulnerability DirectFB integer signedness vulnerability

Mageia Advisory: MGASA-2015-0176 - Updated directfb B} CONFIRM advisories.mageia.org/MGASA-2015-
packages fix security vulnerabilities 0176.html
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https://cve.report/CVE-2014-2977/mitre
https://cve.report/CVE-2014-2977/nist
https://cve.report/CVE-2014-2977/cve_org
https://cve.report/CVE-2014-2977.pdf
http://cve.report/software/directfb/directfb
http://cve.report/vendor/directfb
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://mail.directfb.org/pipermail/directfb-dev/2014-March/006805.html
http://lists.opensuse.org/opensuse-security-announce/2015-05/msg00003.html
http://www.mandriva.com/security/advisories?name=MDVSA-2015:223
http://www.openwall.com/lists/oss-security/2014/05/15/9
http://advisories.mageia.org/MGASA-2015-0176.html
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Security update

Security Advisory SA58448 - DirectFB Multiple Buffer Y SECUNIA 58448

Overflow Vulnerabilities - Secunia

DirectFB: Multiple vulnerabilities (GLSA 201701-55) — B3 GENTOO GLSA-201701-55
Gentoo Security

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

710443 Gentoo Linux DirectFB Multiple Vulnerabilities (GLSA 201701-55)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Directfb Directfb 1.4.13 All All All
Application Directfb Directfb 1.4.13 All All All
Operating Opensuse Opensuse 13.1 All All All
System

Operating Opensuse Opensuse 13.2 All All All
System

Operating Opensuse Opensuse 13.1 All All All
System

Operating Opensuse Opensuse 13.2 All All All
System

Operating Suse Linux Enterprise Desktop 12 All All All
System

Operating Suse Linux Enterprise Desktop 12 All All All
System

Operating Suse Linux Enterprise Software Development Kit 12 All All All
System

Operating Suse Linux Enterprise Software Development Kit 12 All All All
System

Operating Suse Linux Enterprise Workstation Extension 12 All All All
System

Operating Suse Linux Enterprise Workstation Extension 12 All All All
System

Operating Suse Suse Linux Enterprise Server 12 All All All
System

Operating Suse Suse Linux Enterprise Server 12 All All All
System

cpe:2.3:a:directfb:directfb:1.4.13: "
rne 2 R-ardirectfhdirentfh-1 4 1 R-*-**xkokk.
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cpe:2.3:0:0pensuse:opensuse:13.1:

cpe:2.3:0:0pensuse:opensuse:13.2:*

cpe:2.3:0:0pensuse:opensuse:13.1:

cpe:2.3:0:0pensuse:opensuse:13.2:*

cpe:2.3:0:suse:linux_enterprise_desktop:12:*:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_desktop:12:*:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_software_development_kit:12:*:*:*:*:*:*:*:

cpe:2.3:0:suse:linux_enterprise_software_development_kit:12:*:*:*:*:*:*:*:

dk Kk kR akak.

cpe:2.3:0:suse:linux_enterprise_workstation_extension:12:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:0:suse:suse_linux_enterprise_server:12:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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