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CVE CVE-2014-3004
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-11 14:55:00 UTC
Updated 2021-10-20 11:15:00 UTC
Description The default configuration for the Xerces SAX Parser in Castor before 1.3.3 allows context-dependent attackers to conduct >

/ |
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Castor Project Castor 1.3 All All All
Application Castor Project Castor 1.3.1 All All All
Application Castor Project Castor 1.3 All All All
Application Castor Project Castor 1.3.1 All All All
Application Castor Project Castor All All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Opensuse 13.1 All All All
Operating System Opensuse Project Opensuse 12.3 All All All
Operating System Opensuse Project Opensuse 12.3 All All All

References
Reference Source Link
Cisco Bug: CSCvm56811 - Evaluation of Cisco WebEx Meetings Server Castor XML Processing MISC quickview.clo
Castor Library XXE Disclosure =~ Packet Storm MISC packetstorms
openSUSE-SU-2014:0822-1: moderate: castor: Prevent XXE attacks SUSE lists.opensus
Full Disclosure: CVE-2014-3004 - Castor Library Default Config could lead to XML External Entity (XXE) Attacks FULLDISC seclists.org
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.c
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https://www.oracle.com/security-alerts/cpuoct2021.html

Oracle Critical Patch Update Advisory - January 2020

Security Advisory SA59427 - SUSE update for castor - Secunia

Castor Library CVE-2014-3004 XML External Entity Information Disclosure Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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