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PUBLIC
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CVE Program / NVD first with legacy fallback
2018-02-01 17:29:00 UTC
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XML external entity (XXE) vulnerability in Zabbix 1.8.x before 1.8.21rc1, 2.0.x before 2.0.13rc1, 2.2.x before 2.2.5rc1, and
| i

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Fedoraproject Fedora 19 All All All
Fedoraproject Fedora 20 All All All
Zabbix Zabbix 1.8 All All All
Zabbix Zabbix 1.8.1 All All All
Zabbix Zabbix 1.8.10 All All All
Zabbix Zabbix 1.8.11 All All All
Zabbix Zabbix 1.8.12 All All All
Zabbix Zabbix 1.8.13 All All All
Zabbix Zabbix 1.8.14 All All All
Zabbix Zabbix 1.8.15 All All All
Zabbix Zabbix 1.8.16 All All All
Zabbix Zabbix 1.8.17 All All All
Zabbix Zabbix 1.8.18 All All All
Zabbix Zabbix 1.8.19 All All All
Zabbix Zabbix 1.8.2 All All All
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Application Zabbix Zabbix 1.8.15 All All All
Application Zabbix Zabbix 1.8.16 All All All
Application Zabbix Zabbix 1.8.17 All All All
Application Zabbix Zabbix 1.8.18 All All All
Application Zabbix Zabbix 1.8.19 All All All
Application Zabbix Zabbix 1.8.2 All All All
Application Zabbix Zabbix 1.8.20 All All All
Application Zabbix Zabbix 1.8.3 All All All
Application Zabbix Zabbix 1.8.4 All All All
Application Zabbix Zabbix 1.8.5 All All All
Application Zabbix Zabbix 1.8.6 All All All
Application Zabbix Zabbix 1.8.7 All All All
Application Zabbix Zabbix 1.8.8 All All All
Application Zabbix Zabbix 1.8.9 All All All
Application Zabbix Zabbix 2.0.0 All All All
Application Zabbix Zabbix 2.0.1 All All All
Application Zabbix Zabbix 2.0.10 All All All
Application Zabbix Zabbix 2.0.11 All All All
Application Zabbix Zabbix 2.0.12 All All All
Application Zabbix Zabbix 2.0.2 All All All
Application Zabbix Zabbix 2.0.3 All All All
Application Zabbix Zabbix 2.0.4 All All All
Application Zabbix Zabbix 2.0.5 All All All
Application Zabbix Zabbix 2.0.6 All All All
Application Zabbix Zabbix 2.0.7 All All All
Application Zabbix Zabbix 2.0.8 All All All
Application Zabbix Zabbix 2.0.9 All All All
Application Zabbix Zabbix 220 All All All
Application Zabbix Zabbix 2.21 All All All
Application Zabbix Zabbix 222 All All All
Application Zabbix Zabbix 223 All All All
Application Zabbix Zabbix 224 All All All
Application Zabbix Zabbix 2.3.0 All All All
Application Zabbix Zabbix 2.3.1 All All All
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Reference Source
Zabbix CVE-2014-3005 XML External Entity Injection Vulnerability BID
[#ZBX-8151] Zabbix 1.8.x-2.2.x Local File Inclusion via XXE Attack - ZABBIX SUPPORT CONFIRM
Full Disclosure: [CVE-2014-3005]Zabbix 1.8.x-2.2.x Local File Inclusion via XXE Attack FULLDISC
[CVE-2014-3005]Zabbix 1.8.x-2.2.x Local File Inclusion via XXE Attack | XFt MISC
[SECURITY] Fedora 19 Update: zabbix-2.0.12-3.fc19 FEDORA

1110496 — (CVE-2014-3005) CVE-2014-3005 zabbix: local file inclusion via XXE attack ~ CONFIRM

[SECURITY] Fedora 20 Update: zabbix-2.0.12-3.fc20 FEDORA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/|

Link
www.securityfocus.com
support.zabbix.com
seclists.org
web.archive.org
lists.fedoraproject.org
bugzilla.redhat.com
lists.fedoraproject.org
WWW.Cve.org

nvd.nist.gov

Tags
Third Party
Exploit, Pa
Mailing Lis
Exploit, Th
Third Party
Issue Trac
Third Party
canonical

canonical,

2

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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