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The runtime linker in IBM AIX 6.1 and 7.1 and VIOS 2.2.x allows local users to create a mode-666 root-owned file, and con:
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aix.software.ibm.com/aix/efixes/security/malloc_advisory.asc

IBM X-Force Exchange

IBM AIX Runtime Linker Privilege Escalation ~ Packet Storm

IBM AIX Lets Local Users Gain Elevated Privileges - SecurityTracker

IV61314: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074 APPLIES TO AIX 7100-02

Full Disclosure: CVE-2014-3074 - Runtime Linker Allows Privilege Escalation Via Arbitrary File Writes in IBM AIX
IBM AIX CVE-2014-3074 Temporary File Creation Vulnerability

SecurityFocus

IV61311: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074 APPLIES TO AIX 6100-08

IV61313: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074

Security Advisory SA59344 - IBM AIX / Virtual I/O Server Runtime Linker Privilege Escalation Vulnerability - Secunia
IV60940: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074 APPLIES TO AIX 7100-03

IV61315: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074

cve-2014-3074 - Portcullis

1V60935: A POTENTIAL SECURITY ISSUE EXISTS CVE-2014-3074 APPLIES TO AIX 6100-09

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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