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CVE CVE-2014-3132
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2014-04-30 14:22:00 UTC
Updated 2014-05-10 04:06:00 UTC
Description SAP Background Processing does not properly restrict access, which allows remote authenticated users to obtain sensitive
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Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sap Background Processing - All All All
Application Sap Background Processing - All All All

References

Reference Source
service.sap.com/sap/support/notes/1918333 CONFIRM
SAP Solution Manager Background Processing Security Bypass Vulnerability BID
Acknowledgments to Security Researchers | SCN CONFIRM
Page Not Found | Onapsis MISC

Full Disclosure: [Onapsis Security Advisory 2014-006] Missing authorization check in SAP Background Processing RFC ~ FULLDISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2014-3132/mitre
https://cve.report/CVE-2014-3132/nist
https://cve.report/CVE-2014-3132/cve_org
https://cve.report/CVE-2014-3132.pdf
http://cve.report/vendor/sap
http://cve.report/software/sap/background_processing
http://cve.report/vendor/sap
http://cve.report/software/sap/background_processing
https://service.sap.com/sap/support/notes/1918333
http://www.securityfocus.com/bid/67107
http://scn.sap.com/docs/DOC-8218
http://www.onapsis.com/resources/get.php?resid=adv_onapsis-2014-006
http://seclists.org/fulldisclosure/2014/Apr/299
https://www.cve.org/CVERecord?id=CVE-2014-3132
https://nvd.nist.gov/vuln/detail/CVE-2014-3132
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