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Summary

CVE CVE-2014-3137

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-10-25 22:55:00 UTC

Updated 2014-12-18 15:45:00 UTC

Description Bottle 0.10.x before 0.10.12, 0.11.x before 0.11.7, and 0.12.x before 0.12.6 does not properly limit content types, which allows remote attackers to bypass intended access restrictions via an accepted Content-Type followed by a ; (semi-colon) and a Content-Type that would not be accepted, as demonstrated in YouCompleteMe to execute arbitrary code.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bottlepy Bottle 0.10.0 All All All

Application Bottlepy Bottle 0.10.1 All All All

Application Bottlepy Bottle 0.10.10 All All All

Application Bottlepy Bottle 0.10.11 All All All

Application Bottlepy Bottle 0.10.2 All All All

Application Bottlepy Bottle 0.10.3 All All All

Application Bottlepy Bottle 0.10.4 All All All

Application Bottlepy Bottle 0.10.5 All All All

Application Bottlepy Bottle 0.10.6 All All All

Application Bottlepy Bottle 0.10.7 All All All

Application Bottlepy Bottle 0.10.8 All All All

Application Bottlepy Bottle 0.10.9 All All All

Application Bottlepy Bottle 0.11.0 All All All

Application Bottlepy Bottle 0.11.1 All All All

Application Bottlepy Bottle 0.11.2 All All All

Application Bottlepy Bottle 0.11.3 All All All

Application Bottlepy Bottle 0.11.4 All All All
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Application Bottlepy Bottle 0.11.4 All All All

Application Bottlepy Bottle 0.11.5 All All All

Application Bottlepy Bottle 0.11.6 All All All

Application Bottlepy Bottle 0.11.7 All All All

Application Bottlepy Bottle 0.12.0 All All All

Application Bottlepy Bottle 0.12.1 All All All

Application Bottlepy Bottle 0.12.2 All All All

Application Bottlepy Bottle 0.12.3 All All All

Application Bottlepy Bottle 0.12.4 All All All

Application Bottlepy Bottle 0.12.5 All All All

Application Bottlepy Bottle 0.10.0 All All All

Application Bottlepy Bottle 0.10.1 All All All

Application Bottlepy Bottle 0.10.10 All All All

Application Bottlepy Bottle 0.10.11 All All All

Application Bottlepy Bottle 0.10.2 All All All

Application Bottlepy Bottle 0.10.3 All All All

Application Bottlepy Bottle 0.10.4 All All All

Application Bottlepy Bottle 0.10.5 All All All

Application Bottlepy Bottle 0.10.6 All All All

Application Bottlepy Bottle 0.10.7 All All All

Application Bottlepy Bottle 0.10.8 All All All

Application Bottlepy Bottle 0.10.9 All All All

Application Bottlepy Bottle 0.11.0 All All All

Application Bottlepy Bottle 0.11.1 All All All

Application Bottlepy Bottle 0.11.2 All All All

Application Bottlepy Bottle 0.11.3 All All All

Application Bottlepy Bottle 0.11.4 All All All

Application Bottlepy Bottle 0.11.5 All All All

Application Bottlepy Bottle 0.11.6 All All All

Application Bottlepy Bottle 0.11.7 All All All

Application Bottlepy Bottle 0.12.0 All All All

Application Bottlepy Bottle 0.12.1 All All All

Application Bottlepy Bottle 0.12.2 All All All

Application Bottlepy Bottle 0.12.3 All All All

Application Bottlepy Bottle 0.12.4 All All All

Application Bottlepy Bottle 0.12.5 All All All
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References

Reference Source Link Tags

json content-type not restrictive enough · Issue #616 · bottlepy/bottle · GitHub CONFIRM github.com

Debian -- Security Information -- DSA-2948-1 python-bottle DEBIAN www.debian.org

Bug 1093255 – CVE-2014-3137 python-bottle: JSON content-type not restrictive enough CONFIRM bugzilla.redhat.com Patch, Vendor Advisory

oss-security - Re: CVE request: Python Bottle JSON content-type not restrictive enough MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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