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CVE CVE-2014-3157
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-11 10:57:00 UTC
Updated 2023-11-07 02:19:00 UTC
Description Heap-based buffer overflow in the FFmpegVideoDecoder::GetVideoBuffer function in media/filters/ffmpeg_video_decoder.c

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 35.0.1916.0 All All All
Application Google Chrome 35.0.1916.1 All All All
Application Google Chrome 35.0.1916.10 All All All
Application Google Chrome 35.0.1916.101 All All All
Application Google Chrome 35.0.1916.103 All All All
Application Google Chrome 35.0.1916.104 All All All
Application Google Chrome 35.0.1916.105 All All All
Application Google Chrome 35.0.1916.106 All All All
Application Google Chrome 35.0.1916.107 All All All
Application Google Chrome 35.0.1916.108 All All All
Application Google Chrome 35.0.1916.109 All All All
Application Google Chrome 35.0.1916.11 All All All
Application Google Chrome 35.0.1916.110 All All All
Application Google Chrome 35.0.1916.111 All All All
Application Google Chrome 35.0.1916.112 All All All
Application Google Chrome 35.0.1916.113 All All All
Application Google Chrome 35.0.1916.114 All All All
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Applcaton Loogie vnrome J39.U. 1Y 1b.52 All All All
Application Google Chrome 35.0.1916.84 All All All
Application Google Chrome 35.0.1916.85 All All All
Application Google Chrome 35.0.1916.86 All All All
Application Google Chrome 35.0.1916.88 All All All
Application Google Chrome 35.0.1916.9 All All All
Application Google Chrome 35.0.1916.90 All All All
Application Google Chrome 35.0.1916.92 All All All
Application Google Chrome 35.0.1916.93 All All All
Application Google Chrome 35.0.1916.95 All All All
Application Google Chrome 35.0.1916.96 All All All
Application Google Chrome 35.0.1916.98 All All All
Application Google Chrome 35.0.1916.99 All All All
Application Google Chrome All All All All
Reference

Issue 368980 - chromium - Heap-buffer-overflow in ff_er_frame_end - An open-source project to help move the web forward. - Google Project
Chrome Releases: Stable Channel Update

Google Chrome CVE-2014-3157 Heap Based Buffer Overflow Vulnerability
Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities

Security Advisory SA59090 - Debian update for chromium-browser - Secunia
Debian -- Security Information -- DSA-2959-1 chromium-browser

Security Advisory SA60372 - Ubuntu update for oxide-gt - Secunia

Security Advisory SA58585 - Google Chrome Multiple Vulnerabilities - Secunia
Security Advisory SA60061 - SUSE update for chromium - Secunia

[chrome] Revision 268831

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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